Murach’s PHP and MySQL by Joel Murach, Ray Harris (ISBN-13: 978-1-890774-56-1)

MySQL is an open-source database management system (DBMS) that you can download for free from the MySQL web site (www.mysql.com).  It is also part of the XAMPP package, and is often available as part of the hosting packages from many Internet Service Providers (ISPs).

MySQL is…

· Inexpensive. MySQL is free for most users and relatively inexpensive for other users.

· Fast. By many accounts, MySQL is one of the fastest relational databases currently available.

· Easy to use. Compared to other database management systems, MySQL is easy to install and use.

· Portable. MySQL runs on most modern operating systems including Windows, Unix, Solaris, and OS/2.

MySQL provides…
· Support for SQL: SQL is the standard language for working with data that is stored in relational databases.
· Support for multiple clients: MySQL supports access from multiple clients from a variety of interfaces and programming languages including Java, Perl, PHP, Python, and C.
· Connectivity: MySQL can provide access to data via an intranet or Internet.
· Security: MySQL can protect access to your data so only authorized users can view the data.
· Referential integrity: MySQL supports for referential integrity just like commercial databases such as Oracle DB and Microsoft SQL Server.
· Transaction processing: With version 5.0, MySQL provides support for transaction processing. 
NOTE: 
a). Referential integrity refers to keeping the relationships between tables intact.  For example, you cannot delete arrow in one table that has a primary key that is referred to by a foreign key in another table.

b). Transaction processing refers to processing a series of related SQL statements as a group. If one of the statements fails, the processing that’s been done by the other statements can be rolled back so the database is not compromised.
Two ways to work with MySQL
One way is to use a command-line client. It will be installed when you install MySQL. The other way to work with MySQL is to use a program that has a graphic interface.  There is a web-based client known as phpMyAdmin that gets installed along with XAMPP.
Note: when you work with MySQL, you may notice that the terms database and schema are often used interchangeably.

How to use phpMyAdmin

phyMyAdmin is a client tool that allow you review the structure and data of a database, and it will also let you test your SQL statements before you use them in your PHP applications.

How to start phpMyAdmin on a local computer and log in
1. Start the XAMPP Control Panel and start the Apache and MySQL servers if they are not already running.

2. Click the Admin button for the MySQL module to start the phpMyAdmin tool in your default web browser.

3. Enter your username and password.

Another way to start phpMyAdmin on a local system is to use your browser to navigate to this URL:


http://localhost/phpmyadmin
This approach also works if the MySQL server is located on a remote computer and phpMyAdmin is installed on that computer. 


https://www.example.com/phpmyadmin
By default, XAMPP does not set a password for the root user. As a result, if you are working with a newly installed copy of XAMPP, you don’t need to enter a password. However, since this isn’t secure, you should set a password for the root user before you store any sensitive information in the database.
If you are using “cookie” authentication, phpMyAdmin stores the username and password that you entered in a cookie in the browser. As a result, you are only prompted for the username and password when you start phpMyAdmin for the first time. On subsequent starts, phpMyAdmin uses the cookie to log in automatically. 

How to change your password

1. Go to the Home page by clicking on the Home button. Then, click the Change Password link.

2. On the Change Password page, enter and re-enter your new password, and click the Go button.

How to log out


Click the Log out toolbar button (the Exit sign) that’s in the sidebar of most pages. Or, go to the Home page by clicking on the Home button, and then click the Log out link.
How to import and run a SQL script

After you start phpMyAdmin and log in, you can use it to run a SQL script.

1. Click the Import tab, go to the “File to Import” section, click the Browser button, and select the file that contains the script.

2. Click the Go button. This runs the script that’s in the file.

NOTE:

a. When you run SQL script, you sometimes need to select the database before you run the script. That’s because the script has been designed to run against a particular database. However, you can include a USE command in the script to select the database.
b. A SQL script can include all of the SQL statements for creating a database, creating its tables, and adding data to those tables.
How to review the data and structure of a table

From the Home page of phpMyAdmin, you can select a database by clicking on one of the database names in the sidebar. Or, you can click the Database tab to display a table of the available databases. 
To select a database from the Database tab, you just click its link. Then, the Structure tab is displayed for that database. This tab lists the tables in the database. To the right of each table, you can see the number of records in each table. In addition, the button in the Action columns for each table, provide for six actions: Browse, Structure, Search, Insert, Empty, and Drop.

· The Browse action lets you view the first 30 rows of the table.

· The Structure action lets you view the column names and data types for the table.
· The Search action lets you search a table for specified rows.

· The Insert action lets you insert a row into a table.

· The Empty action lets you delete all rows from the table but retain the table’s structure.

· The Drop action lets you drop the table from the database, which deletes both the structure and the data for the table.

In the Browse tab, you can see the data for the table. Then, you can click the Edit icon (the pencil) to edit a row. Or, you can click the Delete icon (the X) to delete a row.

By default, the Browse tab shows just the first 30 rows of a table. To show more rows or to start at a row other than zero, you can change the variables above the table and click the Show button.

NOTE:

1. To select a database from the Database tab, click on its name.

2. To look at the data in a table, click the table’s Browse button in the Structure tab. 

3. To see the structure of the columns in a table, click the table’s Structure button.

How to run SQL statements
After you select a database, you can click the SQL tab to run SQL statements against that database.  After you enter a SQL statement, you click the GO button. Then, phpMyAdmin displays an appropriate response. 

However, if the SQL statement isn’t valid, phpMyAdmin displays an error message that helps you find and fix the problem. 

If you want to run a single SQL statement, you just enter the SQL statement and click the Go button. However, if you want to enter a SQL script that contains multiple SQL statements, you need to code a semicolon (;) at the end of each statement.

NOTE:

1. To execute a SQL statement, select a database and click the SQL tab. Then, enter the SQL statement and click the Go button.

2. To execute multiple SQL statements, including a semicolon (;) at the end of each SQL statement.

3. On Unix systems, the column and table names are case-sensitive.

How to create users with limited privileges

The root user represents an administrative user who has all of the privileges to perform any operation on any database on the server. You can create other users who have fewer privileges than the root user. To do this, you use the SQL GRANT statement. 
	Privilege
	Description

	Privileges for working with data
	

	SELECT
	Lets the user select data

	UPDATE
	Lets the user update data

	INSERT
	Lets the user insert data

	DELETE
	Lets the user delete data

	Privileges for modifying the database structure
	

	CREATE TABLE/DATABASE
	Lets the user create a table/database

	DROP TABLE/DATABASE
	Lets the user drop a table/database

	ALTER
	Lets the user alter a table

	INDEX
	Lets the user create or drop an index

	Other privileges
	

	ALL
	All privileges available at the current level except the GRANT OPTION privilege

	GRANT OPTION
	Allows a user to grant his or her privileges to other users

	USAGE
	No privileges. It can be used to modify existing accounts without changing privileges for that account.


How to create a user with limited privileges on a single table


GRANT SELECT


ON my_db.my_table


TO new_user


IDENTIFIED BY 'passwd'
How to create a user with limited privileges on all tables in a database
GRANT SELECT, INSERT, DELETE, UPDATE


ON my_db.*


TO new_user@localhost

IDENTIFIED BY 'passwd'
How to change a user’s password without changing any privileges

GRANT USAGE


ON my_db.*


TO new_user@localhost


INDENTIFIED BY 'newpasswd'
NOTE:
1. You should restrict the privileges for most users of a database to prevent the user from accidentally or intentionally damaging the database.

2. You can use the GRANT statement to create a user, specify a password for that user, and grant privileges to the user.

How to create, rename, and drop users

You will use the CREATE USER statement to create new users.

How to create a user from a specific host


CREATE USER


joe@localhost


IDENTIFIED BY 'passwd'
How to create a user from a any host


CREATE USER


any


IDENTIFIED BY 'passwd'
How to rename a user from a specific host


RENAME USER


joe@localhost


TO new_joe@localhost

How to drop a user from a specific host


DROP USER


joe@localhost

How to drop a user from any host


DROP USER


any_joe

