
Pro Chapter 2: Implementing and Conducting Administration of Resources (Part 1)


Securing Network Resources
Page 101

Network administrators have to configure permissions to control which users can access network resources, such as files, folders, and printers
File Shares
Pages 101-112

Folders are not available to other computers on a network unless they are shared.  Shared folders work the same for FAT, FAT32, and NTFS file systems (although NTFS permissions may further restrict access).  The Share Level Permissions are Read, Change, and Full Control (see chart on page 103).

Share permissions can be assigned to users or groups, so some users may have multiple permissions.  The least restrictive share-level permission will be the final effective permission.  If a user has Read permission, but also belongs to a group with Full Control, the final effective permission will be Full Control.

By default, all shared folders grant Full Permission to the Everyone group.
Activity: Creating a Folder and a Group


Creating the DATA Folder

1. Right-click My Computer and select Explore.  Click on the C: drive in the left pane.
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Right-click in an empty portion of the right pane and select New, then select Folder.  Type in the name DATA and press the Enter key.

Creating the Accounts Group
3. Right-click My Computer and select Manage.  The Computer Management window opens.  Expand Local Users and Groups and click on Groups.  Your window should now look like the figure shown to the right on this page.
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4. Right-click in an empty portion of the right pane and select New Group.  When the New Group window opens, enter a Group Name of Accounts as shown to the left on this page.  Click the Create button.  Click the Close button.
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5. Verify that the Computer Management window shows the Accounts group in the right pane as shown to the right on this page  Close Computer Management.

Activity: Sharing Folders on Local Drives
Pages 104-107
Follow steps 1-11 in the textbook on pages 104-107 to configure a shared folder.
Cache Configuration Settings
Pages 106-107

Note the Cache Configuration Settings on pages 106-107.  These control how your Win 2000 Pro computer uses Offline Files, which make a local copy of a shared folder on another computer.  This is useful for mobile computers.  The three options are:

· Manual caching for documents will only cache documents that the user has made available offline (the default setting for shared folders)

· Automatic caching for documents reduces network traffic by only caching files that are opened.  This is recommended for folders containing user documents.

· Automatic caching for programs provides one-way caching for read-only files and applications on the server.  Files stored on the server are cached to the local disks, but changes that users make are not replicated back to the server.
Offline Files will be covered in more detail in chapter 4.
Activity: Creating Shares Using the Computer Management Snap-In
Pages 107-108

First you have to stop sharing the C:\Data folder, so we can re-establish the share another way.

· Open My Computer and open C:\
· Right-click the Data folder and select Sharing.

· Click the Do not share this folder radio button and click the OK button.
Now follow steps 1-10 in the textbook on pages 107-108 to configure a shared folder.  Note these items:

· In step 5, select Local computer and click the Finish button (the textbook says click the OK button but there is none)
· In step 6, click Close in the Add Standalone Snap-In box and click OK in the Add/Remove Snap-In box.

· In step 7, you have to expand System Tools (see the picture on page 108)
Connecting to Shared Folders
Pages 109-107

To map a drive letter to a network share:

· NET USE X: \\COMPUTERNAME\SHARE 
entered at a command prompt, or

· Tools, Map Network Drive from Windows Explorer

To open a window showing the contents of a network share:

· Open My Network Places and navigate to the share, or

· Click Start, Run and enter the UNC path \\COMPUTERNAME\SHARE
Administrative Shared Folders
Pages 110-111

· DRIVELETTER$ 
for example, C$ (only accessible to Administrators, Backup Operators, or Server Operators)

· ADMIN$

Windows 2000 system root
· IPC$


Named pipes used for communication between programs

· PRINT$

Contains printer drivers for shared printers
· FAX$


Used for temporary files when using a shared fax
The $ at the end of the share name hides the share from view in My Network Places and when browsing network resources
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Activity: Viewing Administrative Shares
Not in Book

· Right-click My Computer and select Manage.

· Expand Shared Folders in the left pane.

· Click on Shares to see the administrative shares (and any other shares you have created) as shown in the figure to the right on this page.

Web Server Resources
Pages 111-112

On a server with Internet Information Server (IIS) installed (not a Win 2000 Pro workstation), a Web Sharing tab will appear on the properties page for folders.  It can then be accessed from a Web browser with the address http://computer_name/folder_name.

Folders and files can be managed through a browser using Web Folders.  To access them, open Internet Explorer and click File, Open, Open as Web Folder.
Activity: Shares Flashcards


1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch2a: Shares and go through them all

NTFS Permissions
Pages 112-124

· These powerful file and folder security features are not available on FAT or FAT32 partitions, but only on NTFS ones.

· To convert a FAT or FAT32 partition to NTFS, use the CONVERT C: /FS:NTFS command at a command prompt

· By default, the Everyone group has Full Control access to all resources
· The owner of a file or folder, and users with Full Control permission, can assign permissions

· Memorize the NTFS Folder Permissions on pages 113-114

· Read, Write, List Folder Contents, Read and Execute, Modify, Full Control
· Memorize the NTFS File Permissions on page 114

· Read, Write, Read and Execute, Modify, Full Control
Multiple NTFS Permissions
· This can happen because a user may belong to groups, so the same user may have 2 or more different permissions applicable to the same file or folder

· Allow Permissions are Cumulative
· Example: If a user has Read permission, and is in a group with Write permission, that user has both Read and Write permission.

· File Permissions are Separate From Folder Permissions
· NTFS file permissions take priority over NTFS folder permissions

· Example: A user with Modify permission for a file will be able to change it even if that user has only Read permissions for the folder containing the file

· Deny Overrides Other Permissions
· If a user has Full Control permission, and is in a group with Write permission set to Deny, that user can not Write
Permissions Inheritance 
· By default, permissions from the parent folder are inherited by all objects within that folder

· Inherited permissions appear grayed-out in the properties box (see p. 115)
· To prevent permission inheritance, clear the Allow inheritable permissions from parent to propagate to this object check box in the Security tab of the object’s Properties 
· You must choose to Copy inherited permissions from the parent folder or Remove the inherited permissions
Activity: Applying NTFS Permissions
Not in Book
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This exercise replaces Exercises 2.1 – 2.3 on pages 156-157.  Don’t try to follow those instructions.  They contain too many mistakes to be used.

Creating the Daffy User Account

1. Log in to your Win2000 Pro machine as Administrator.

2. Click Start, Settings, Control Panel to open Control Panel
3. In Control Panel, double-click Users and Passwords to open the Users and Passwords box as shown in the figure to the right on this page. 
4. Click the Add button to open the Add New User box as shown to the left on this page.  Enter a User name of Daffy and click the Next button.
5. An Add New User box opens.  In the Password: box, enter password.  In the Confirm password: box, enter password.  Click the Next button.
6. The next box offers three levels of access: Standard User, Restricted User, and Other.  Select Standard User and click the Finish button.

7. When the Users and Passwords box appears again, verify that Daffy appears as one of the users.  Close the Users and Passwords box.
Creating the NTFSData Folder
8. Double-click My Computer.  Right-click the C: drive and click Properties.  Make sure the File System is NTFS.  If it is FAT, convert it to NTFS before proceeding.

9. Close the C: Properties box and double-click the C: drive to open it.

10. Create a new folder in the root of the C: drive.  Name the folder NTFSData.

11. Right-click the NTFSData folder and click on Properties to open a NTFSData Properties box.  Click the Security tab.  Note that the Everyone group has Full Control  .The gray check boxes indicate that this is an inherited permission.

12. Click the Remove button to remove the Everyone group.  A Security box opens explaining that you must prevent this object from inheriting permissions.  Read the message and click OK to close it. You cannot remove inherited permissions without blocking permission inheritance first.  
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Clear the Allow inheritable permissions from parent to propagate to this object check box.  When a Security box opens, select Remove.

14. Click the Add button in the NTFSData Properties box.  A Select Users, Computers, or Groups dialog box opens.  Scroll down past the Administrator account and select the Administrators group.  Click the Add button.  Click the OK button.
15. When the NTFSData Properties box becomes visible again, notice that the Administrators group has Read & Execute, List Folder Contents, and Read permissions.  These are the default permissions any newly added group receives, as explained in your textbook in table 2.7 on page 116.

16. Click the Allow box in the Full Control line.  All the Allow boxes become checked to indicate that Administrators now have Full Control which includes all the other permissions, as shown in the figure to the right on this page.
17. Click the Add button in the NTFSData Properties box.  A Select Users, Computers, or Groups dialog box opens.  Scroll down to Daffy account and click it.  Click the Add button.  Click the OK button.

18. When the NTFSData Properties box becomes visible again, notice that Daffy has Read & Execute, List Folder Contents, and Read permissions.

19. Click the OK button to close the NTFSData Properties window.
Note that Daffy can read files in the NTFSData folder, but not change or delete them
Creating the ChangesOK Folder
20. Open the NTFSData folder and create a new folder inside it named ChangesOK.

21. Right-click the ChangesOK folder, click Properties, and click the Security tab.  Observe that it has inherited the permissions from its parent folder: Administrators have Full Control and Daffy has Read & Execute, List Folder Contents, and Read permissions.
22. Click Daffy and click the Allow box in the Full Control line.  You can add more permissions without blocking permission inheritance first.  
23. Click the OK button to close the ChangesOK Properties window.

Note that Daffy has Full Control of the ChangesOK folder
Observing the Effects of NTFS Permissions
24. Log off and log in with a User ID of Daffy and a password of password.
25. Double-click My Computer.  Double-click the C: drive.  Double-click the NTFSData folder to open it.

26. Right-click on an empty space in the NTFSData window and select New, Text Document.  A NTFSData box opens explaining that you cannot create a file in this folder because access is denied.

27. Double-click the ChangesOK folder to open it.

28. Right-click on an empty space in the ChangesOK window and select New, Text Document.  Name the document Daffys Secrets.  You should be able to create it with no problem.

Using the Deny NTFS Permissions
29. Suppose you want to prevent the Administrator from seeing the document you made.  Right-click on Daffys Secrets and select Properties to open a Daffys Secrets Properties window.  Click the Security tab.  Verify that Administrators is selected and click the Remove  button.  A Security window opens explaining that you must remove inherited permissions first.  Click OK to close the Security window.
30. Clear the Allow inheritable permissions from parent to propagate to this object check box.  When a Security box opens, select Copy.

31. Click Administrators in the ChangesOK Properties window.  Click the Deny box in the Read row.  Notice that several other boxes clear.  Click the OK button.  A Security box opens warning you that Deny permissions can have unintended effects.  Click Yes.

32. Double-click Daffys Secrets.  It should open with no problem.  Type a secret message such as The Administrator is a dirty dog into the file and save it.

Observing the Effects of the Deny NTFS Permission
33. Log off and log in as Administrator.

34. Navigate to the C:\NTFSData\ChangesOK\ folder and open it.  Double-click Daffys Secrets.  A Notepad message box saying Access is Denied.  Notepad launches, but the secret message is not visible to the Administrator.

Taking Ownership of a File
35. You should be logged in as Administrator.

36. Navigate to the C:\NTFSData\ChangesOK\ folder and open it, if it is not already open.
37. Right-click Daffys Secrets and select Properties.

38. In the Daffys Secrets Properties box, click the Security tab.  A dialog box opens showing that you cannot view the current settings, but you can change them.  Click OK  to close the dialog box.

39. In the Daffys Secrets Properties box , Click the Advanced button.

40. In the Access Control Settings for Daffys Secrets box, click the Owner tab.
41. Click Administrator in the list under the Change owner to: header.  Click the OK button.

42. In the Daffys Secrets Properties box , Click the OK button.

43. Right-click Daffys Secrets and select Properties.

44. In the Daffys Secrets Properties box, click the Security tab.  Now you can view and change the properties normally, because you now own this file.

45. Give the Administrator the Full Control Permission and click OK  to close the Daffys Secrets Properties box.

46. Double-click Daffys Secrets.  Now you should be able to open it and read the contents.
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