
Pro Chapter 2: Implementing and Conducting Administration of Resources (Part 3)


Developing an Efficient Directory Structure
Pages 124-129
Shared Home Directories can be either server-based (shared) or local (private)

· Server-based
· Advantages: can be accessed from any station, backups are easier, policies can limit space available
· Disadvantages: If sever is down, files are inaccessible, increases network traffic
· Local
· Advantages: size of storage limited only by size of hard disk, files accessible even if network is down, no network traffic generated
· Disadvantages: Only available on one machine, backups difficult and often neglected

Server-based home directories are usually subdirectories of a Users folder

On FAT partitions, each user’s directory has to be a separate share to limit access to it

On NTFS partitions, the Users directory can be shared and each user’s directory can be protected with NTFS permissions
Sharing Common-Access Folders: Data files should be available only to the users who need them
Sharing Application Folders: Networked applications v. Locally Installed applications (see pg. 128)
NTFS, FAT32, or FAT
Pages 130-133

This duplicates material from chapter 1 (pages 21-24)

File Compression and Encryption
Pages 133-134

Compression and Encryption are only available on NTFS partitions.

· Right-click a file or folder

· Select Properties.  On the General tab, click the Advanced button.

· Under the Compress or Encrypt attributes header there are check boxes to compress or encrypt

· You can either compress or encrypt data, but not both at once

· Use COMPACT /C to compress files or folder from a command prompt (see pages 133-134)
· Use COMPACT /U to uncompress files or folder from a command prompt

· Use CIPHER /E to encrypt files or folder from a command prompt

· Use CIPHER /D to decrypt files or folder from a command prompt

File Encryption uses encryption keys based on your user account
Activity: Encrypting and Decrypting Files


You should already have a user account for Daffy and a shared C:\Data folder that grants Full Control to Everyone
Creating an Encrypted File using EFS (Encrypted File System)
1. Log in to your Windows 2000 Professional computer as Daffy (Daffy’s password is password)
2. Double-click My Computer, double-click the C: drive, and double-click the Data folder.

3. Right-click in an empty space in the window and select New, Text Document.  Name the document Daffys Real Secrets
4. Right-click Daffys Real Secrets, select Properties, click the Advanced button, and check the Encrypt contents to secure data check box.  Click OK.  Click OK.

5. An Encryption Warning box opens.  Click Encrypt the file only and click OK.

6. Double-click Daffys Real Secrets and type in some words.  Note that you can open the file without providing a key, because EFS manages the keys for you.
Attempting to Access the Encrypted File as Technician
7. If the Technician account has not been created on your machine, create it now using Control Panel and the Users and Passwords utility.  Give the Technician account a password of password and make the Technician an Administrator.
8. Log off and log in as Technician (the password is password).

9. Open the C:\Data folder and double-click Daffys Real Secrets.  A Notepad warning box opens saying Access is Denied.  Close the warning box and close NotePad.

10. Right-click Daffys Real Secrets and select Properties.  Click the Security tab and note that Everyone has Full Control of this file.  Nevertheless, you still cannot open it without access to its encryption key.

Attempting to Access the Encrypted File as Administrator
11. Log off and log in as Administrator (no password).

12. Open the C:\Data folder and double-click Daffys Real Secrets.  The file opens because the Administrator account is the Recovery Agent.  Note that even though the Technician was a member of the Administrators group, it is not a Recovery Agent.

In-Class Assignment: Ch2a: Shares Flashcards with Instant Test
3 points

1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch2a: Shares and go through them all

3. When you are ready for the Instant Test, raise your hand.  The teacher will ask you a few questions to see if you have memorized the material.

4. If you get the questions right, you are done.  If not, run through the flashcards once or twice more and raise your hand again.

In-Class Assignment: Ch2b: NTFS Permissions Flashcards with Instant Test
3 points

1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch2b: NTFS Permissions and go through them all

3. When you are ready for the Instant Test, raise your hand.  The teacher will ask you a few questions to see if you have memorized the material.

4. If you get the questions right, you are done.  If not, run through the flashcards once or twice more and raise your hand again.

Optional Activity: Writing Test Questions for Chapter 2 (can be done as a group or alone)

· Look at the Exam Questions on pages 160 and following pages.  Write a question in a similar format for the next test.  They have a situation and four answers A, B, C, D with only one correct answer.  

· E-mail your Exam Question to me at sbowne@ccsf.edu.  Be sure to include your name in the message.

· Questions must be received by Friday at midnight.

· If I like your question I will use it on the next test.
· I may modify questions before putting them on the test, so be sure to read them again even if you wrote them.

· No more than 2 test questions will come from the same student.

· You will not get any points for submitting questions, but you will probably find the next test easier if it contains a question you wrote.
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