
Pro Chapter 5: Configuring and Troubleshooting the Desktop Environment (Part 2)


Securing the Desktop Using Security Policies
Pages 381-383
Security Policies

· limit access to applications, utilities, and other portions of the computer system in corporate networks

Local Security Policy

· located on an individual computer

· Four groups of policies:

· Account Policy
Password and account policies
· Local Policy
Auditing, user rights, and security options
· Public Key Policy
Data recovery agents, domain roots, and trusted certificate authorities
· IPSec Policy
IP (Internet protocol) Security on a network
Domain Policy (also called Group Policy)
· security for a domain (a network, which will be covered in the Server section of the course)

· If local security policy is different from domain security policy, the domain security policy takes precedence

Security Templates

· contain configurable security settings designed for typical business environments

· Stored in Winnt\security\templates directory

Basic

· Basicwk: Provides a basic level of security for workstations.

· Basicsv: Provides a basic level of security for file and print servers.

· Basicdc: Applies a basic level of security for domain controllers.

Secure

· Compatws: Compatible workstation or server; more secure than the basic templates but ensures that all applications will run
· Securews: Provides a higher level of security for workstations.

· Securedc: Provides a higher level of security for domain controllers.

High Secure

The following templates provide the highest level of security for Windows 2000-based computers but are not compatible with network connectivity with other Windows operating systems: 

· Hisecws: Highly secure workstation regardless of application functionality

· Hisecdc: Highly secure domain controller regardless of application functionality
From link Pro Ch 5j on my Web page
Activity: Setting Up a Local Account Security Policy


Creating the Admin2 account

1. Click Start, Settings, Control Panel to open Control Panel
2. In Control Panel, double-click Users and Passwords to open the Users and Passwords box.

3. Click the Add button to open the Add New User box.  Enter a User name of Admin2 and click the Next button.
4. An Add New User box opens.  In the Password: box, enter password.  In the Confirm password: box, enter password.  Click the Next button.
5. The next box offers three levels of access: Standard User, Restricted User, and Other.  Click Other and confirm that the selected type is Administrator.  Click the Finish button.

6. When the Users and Passwords box appears again, verify that Admin2 appears as one of the users.  Click the OK button to close the Users and Passwords box.

7. Log out and log in as Admin2 with the password password
Changing Password Policy
8. Click Start, Programs, Administrative Tools, Local Security Policy to open a Local Security Settings window
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Expand Account Policies and select Password Policy.
10. Double-click Minimum Password Length and set the minimum length to 6 characters.
11. Double-click enforce Password History and set the number of passwords to be remembered to 3.
Your Local Computer’s Security against a Predefined Template

12. Start, Run to open a Run box.

13. In the Run box, enter mmc to open the Microsoft Management Console
14. From the Console menu, select Add/Remove Snap-In and click Add.  Select Security Configuration and Analysis, click Add, and click Close.  Click OK.

15. Right-click Security Configuration and Analysis, select Open Database, and enter the filename test.sdb.  Click Open.

16. The Import Template window opens.  Select Hisecws.inf and click Open.

17. Right-click Security Configuration and Analysis, select Analyze Computer Now.  Agree to the default log path and click OK.
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Expand Security Configuration and Analysis, Account Policies, and click on Password Policy.

19. Notice the red Xs, they indicate settings that are different than the database. 
IP Security Policy
Pages 387-388

IP Security Policies: 

Client:
Only makes traffic secure if client requests it

Secure:
Requires secure communication all the time

Server:
Computer tries to be secure all the time but accepts unsecured communication
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