
Pro Chapter 6 Network Protocols and Services (Part 2)


NetBIOS Extended User Interface (NetBEUI)
Page 419
NetBEUI
· Microsoft® Windows® 2000 continues to support NetBIOS Extended User Interface (NetBEUI) to provide backwards compatibility with legacy protocols, such as

· Windows NT® Server 3.5 and later

· Windows NT® Workstation version 3.5 and later

· Microsoft® LAN Manager

· Microsoft® Windows® for Workgroups

· Microsoft® Windows® version 3.1

· Microsoft® Windows® 95

· Microsoft® Windows® 98

· Microsoft® Windows NT® version 3.1

· LAN Manager for UNIX

· IBM PCLAN and LAN Server

· was one of the earliest protocols available for use on networks composed of personal computers
· a small, efficient protocol for use in department-sized local area networks (LANs) of 20 to 200 computers

· non-routable: there is no separate network and node identification

· Identifies machines on network via NetBIOS computer name and broadcast packets

· This process is called NetBIOS name resolution

· See link Pro Ch 6e on my Web page
· Faster than TCP/IP or IPX/SPX for small networks (fewer than 50 computers)

· NetBEUI is a protocol, but NetBIOS is a programming interface

Network Application Programming Interfaces (API)
Pages 420-424

An application uses an API to request and carry out lower-level services from the operating system
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Winsock API (Windows Sockets)
· Windows Sockets is an API that allows Windows-based applications to access transport protocols, such as
· Network data transport services, such as TCP/IP, Internetwork Packet Exchange/Sequenced Exchange (IPX/SPX), NetBIOS, or AppleTalk.

· Name resolution services, such as DNS, Novell Directory Services (NDS), or X.500.

· Applications written to the Winsock interface include File Transfer Protocol (FTP) and Simple Network Management Protocol (SNMP).

Other APIs:
· NetBIOS API (Network Basic Input Output System)

· As detailed above, NetBIOS is an old API supported for legacy operating systems

· Telephony API: Phone calls over networks
· Messaging API: enables different e-mail applications to work together to distribute mail

· WNet API: allows applications to access networking functions while remaining independent of the network
Interprocess Communication 
Pages 421-424

Skip it – it’s not necessary
Basic Network Services 
Pages 424-426

Skip it – it’s not necessary
Interoperating with Other Networks 
Pages 426-428

Skip it – it’s not necessary
Network Identification
Pages 429-430

Right-click My Computer and select Properties.  The Network Identification tab shows:

· Computer name

· Workgroup

· Network ID button starts the Network Identification Wizard which guides you through joining a workgroup or domain

· Domains can be either Win 2000 or Win NT 4
· Only a local administrator can change network settings
Network Properties
Pages 430-433
Right-click My Network Places and select Properties.
Then right-click your local area connection and select Properties.
Here you can adjust:

Protocol Options
(Click Install, highlight Protocol, click Add)
· TCP/IP for the Internet and most modern LANs
· NWLink IPX/SPX/NetBIOS Compatible Transport Protocol for Netware
· NetBEUI for non-routed networks with old operating systems
· DLC for IBM mainframes
· Appletalk for older MacIntosh computers
· Network Monitor Driver allows NetMon to acquire packets from the network

Service Options
(Click Install, highlight Service, click Add)
· File and Printer Sharing for Microsoft Networks

· Lets others use your files and printers
· SAP Agent: A NetWare service that advertises servers and addresses on a network
· QoS Packet Scheduler: Quality of Service enables applications to configure network priority
· See link Pro Ch6j on my Web page

Client Options
(Click Install, highlight Client, click Add)
· Client for Microsoft Networks
· Enables a computer to access resources on a Microsoft network
· The component is installed and enabled by default.
· Client Services for NetWare

· Enables a computer to access resources on a NetWare network
Advanced Options (for LAN Connection)
Pages 430-433

Right-click My Network Places and select Properties.

Then Select Advanced, Advanced Settings from the menu bar.

Right-click your local area connection and select Properties.

Here you can adjust:


Provider Order
· Move most-used provider to the top, if you have more than one type of network provider

Adapters and Bindings: Move most-used protocol to the top
Configuring the TCP/IP Protocol
Pages 433-444

IP Addressing
· An IP Address is 32 bits, broken into four bytes, usually expressed as 4 decimal numbers
· Each number can be in the range 0-255, like 192.168.2.1 sometimes denoted w.x.y.z
· The first number w determines the Address Class:

	Class
	First Octet
	Subnet 
Mask
	Network
Portion
	Host
Portion
	No. of
Networks
	No. of
Hosts

	A
	1 – 126
	255.0.0.0
	w
	x.y.z
	126
	16,777,214

	B
	128 – 191
	255.255.0.0
	w.x
	y.z
	16,384
	65.534

	C
	192 - 223
	255.255.255.0
	w.x.y
	Z
	2,097,152
	254


· Class D and E: 
First octet 224-255
Used for multicasting and experimental purposes, not for normal networking
Subnet Mask

· Determines the portion of the IP Address that denotes the network

· Always in the form 11111111111111110000000000000000: a series of ones, then zeroes, in binary notation

· The most common subnet masks are

· 255.0.0.0 (class A)

· 255.255.0.0 (class B)

· 255.255.255.0 (class C)

· Another way to write the subnet mask is to just denote the number of ones it has after a / like this:

· 15.191.23.1/8 (class A)

· 150.254.12.3/16 (class B)

· You can use subnets between the classes to subnet a network on a LAN, although Internet routers will not recognize the subnets

· A Class B address of 151.15.y.z can be used for 65,534 computers (hosts), but you cannot have a single Ethernet network that large, so you could subnet it by using a subnet mask of 255.255.255.0 on the local routers and workstations.
· That way it would be interpreted as a Class C address on the LAN, so it could be used for up to 255 separate LANS with up to 254 workstations on each one

See TechExams handout

Movies: IP Addresses, Subnet Masks 

In-Class Assignment: Ch6b: IP Addresses with Instant Test
3 pts
1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch6b: IP Addresses and go through them all.  Then take the Instant Test.
TCP/IP Protocol Suite
Movie
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Application Layer
· Applications gain access to the network here
· FTP, TFTP, SMTP, POP3/IMAP4, HTTP, HTTPS, Telnet, NTP

Transport Layer

· Provides communication between two hosts
· TCP, UDP

Internet Layer

· Addressing, packaging, and routing

· IP, ARP, ICMP, IGMP

Network Interface Layer

· Puts frames on the wire, pulls frames off the wire

Host: each computer on a TCP/IP network is called a host

· Each host needs its own IP Address

In-Class Assignment: Ch6c:TCP/IP Subprotocols with Instant Test
3 pts
1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch6c:TCP/IP Subprotocols and go through them all.  Then take the Instant Test.
TCP/IP Ports
Movie

FTP
Port 21
for control

FTP
Port 20
for data

SMTP
Port 25


POP3
Port 110


IMAP4
Port 143


HTTP
Port 80


HTTPS
Port 443


TELNET
Port 23


In-Class Assignment: Ch6d:TCP/IP Ports and Subnet Masks with Instant Test
3 pts
1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch6d:TCP/IP Ports and Subnet Masks and go through them all.  Then take the Instant Test.
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