
Pro Chapter 6 Network Protocols and Services (Part 3)


Name Resolution

Windows 2000 Professional provides these methods for resolving names to IP addresses:

For Server-Client Networks:

· Domain Name System (DNS) for applications and services that require host-to-IP name resolution, such as Active Directory

· Windows Internet Name Service (WINS), for compatibility with applications and services that require NetBIOS-to-IP name resolution, such as browsing functions of previous versions of Windows

For Workgroups (less useful for Server-Client Networks):
· HOSTS and LMHOSTS files, which provide host-to-IP and NetBIOS-to-IP name resolution via manually-maintained local files

· Broadcasts, which can be used for NetBIOS name resolution within the local subnet. 
· Modified from link Pro Ch 6n on my Web page

Domain Name System (DNS) Server Address
Pages 438-439

· DNS is the default name resolution method for Windows 2000 – based clients 

· DNS converts domain names like www.yahoo.com into IP addresses like 66.218.71.94, using a DNS Server.
· Set the DNS server address on the DNS tab of Advanced TCP/IP Properties

· Do not worry about the IPCONFIG commands discussed in the textbook on pages 438-439: they are beyond the scope of this test

Windows Internet Name Service (WINS)
Pages 437-438

· WINS converts NetBIOS names to IP addresses, using a database maintained by a WINS Server.
· Set the WINS server address on the WINS tab of Advanced TCP/IP Properties

Name Resolution with LMHOSTS and HOSTS
Page 440

· LMHOSTS and HOSTS are files used for NetBIOS Name Resolution (converting NetBIOS computer names to TCP/IP addresses)

· LMHOSTS and HOSTS are stored on the local machine in the %systemroot%\SYSTEM32\DRIVERS\ETC folder
· Example files are in that same folder

· LMHOSTS and HOSTS are only useful for small networks with static IP addresses

· Do not use a LMHOSTS or a HOSTS file if your network uses DHCP, because the IP addresses change
DHCP (Dynamic Host Configuration Protocol)
Pages 439-440

DHCP sets a client’s TCP/IP settings from a server that is running DHCP Service.

· To use DHCP, click the Obtain an IP address automatically and Obtain DNS server addresses automatically radio buttons on the TCP/IP Properties page

· To see the DHCP settings, open a command prompt and enter IPCONFIG /ALL
· DHCP settings are leased: they are reassigned each time a machine restarts, or every few days, by the DHCP Server.

· To get new DNS settings from DHCP, enter these two commands at a command prompt:
· IPCONFIG /RELEASE
· IPCONFIG /RENEW
Virtual Private Networks (VPN)
Pages 441-444

· A VPN allows you to connect to a server on your LAN over the Internet

· In order to use VPN, you must have a Windows 2000 Server configured as a VPN Server
· VPN uses

· encapsulation to transfer the data: a second address and header is added to each data packet

· encryption to make the make the data transfer secure: the packet contents are scrambled

· There are two protocols for VPNs supported by Windows 2000

· Point-to-Point Tunneling Protocol (PPTP)
· A technology developed by Microsoft and other companies in the PPTP Forum
· Layer Two Tunneling Protocol (L2TP)

· A combination of Microsoft and Cisco technologies, intended to be the new, non-vendor-specific standard, using IPSec
· More secure than PPTP (see link Pro Ch 6o on my Web Page)

Dial-Up Networking
Pages 444-445
Windows 2000 remote access provides two different types of remote access connectivity: 

1. Dial-up remote access
· A remote access client uses the telecommunications infrastructure to create a temporary physical circuit or a virtual circuit to a port on a Remote Access Server (RAS)
2. Virtual private network (VPN) remote access 

· A VPN client uses an IP internetwork to create a virtual point-to-point connection with a remote access server acting as the VPN server.

· From link Pro Ch 6p on my Web page

Line Protocols
Pages 445-446

· LAN protocols like TCP/IP, NWLink, and NetBEUI cannot be transmitted over telephone lines directly

· The LAN protocols must be encapsulated in a line protocol designed for the telephone system

· Windows 2000 supports two line protocols: SLIP and PPP
Serial Line Internet Protocol (SLIP)
· Older protocol with many limitations
· Supports TCP/IP only

· Does not support DHCP

· No error detection or encryption

· Windows 2000 can act as a SLIP client, but not as a SLIP server

Point-to-Point Protocol (PPP)
· Newer protocol 

· Supports TCP/IP, IPX, NetBEUI, and others

· Supports both static IP addresses and DHCP

· Supports encryption for authentication

· Improved error-detection

Installing a Dial-Up Networking Connection
Pages 446-449
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To see the window shown to the right:
· Control Panel, Network and Dial-Up Connections, Make New Connections

· Dial-up to a private network
· Connects to a RAS server

· Dial-up to the Internet
· Starts the Internet Connection Wizard

· ISP’s phone number

· PPP, SLIP, or C-SLIP (Compressed Serial Line Internet Protocol)

· Manual IP Address or DHCP

· Manual DNS Server Address or DHCP

· User ID and password

· E-mail settings

· Connect To a Private Network Through the Internet
· Connects to a VPN server

· Accept Incoming Connections
· Accept connections through phone lines, the Internet, or via direct cable

· Connect Directly to Another Computer
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This type of connection enables you to connect through a serial port, parallel port, or infrared.
Security Settings for Dial-Up Connections
To see the window shown to the right:
· Open Properties of a Dial-Up connection and click the Security tab

· Click the Advanced (custom settings) radio button

· Click the Settings button

· Password Authentication Protocol (PAP)

· Clear-text passwords, least secure
· Shiva Password Authentication Protocol (SPAP)

· A reversible encryption mechanism employed by Shiva remote access servers
· Challenge Handshake Authentication Protocol (CHAP)

· Secure authentication based on MD5 encryption
· Server must have passwords stored in a reversibly encrypted form
· Microsoft CHAP (MS-CHAP)

· A small improvement over CHAP
· The remote access server only requires the MD4 hash of the password to validate the challenge response
· MS-CHAP v2

· A more secure version of MS-CHAP
· Extensible Authentication Protocol (EAP)
· Client and server negotiate an authentication method 
· Details for all these are on link Pro Ch 6p on my Web page

Internet Connection Sharing
Pages 449-452

· A computer with an Internet connection and a LAN connection can allow the other machines on the LAN to share its Internet connection
· The computer with the Internet connection provides these services for the other machines on the LAN:

· DHCP server
· DNS server

· Gateway to the Internet

· Network Address Translation: The Internet sees only one machine, but the gateway re‑addresses the packets to use the correct local IP addresses
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Connecting to Shared Resources on a Microsoft Network
Pages 452-456

Skip it – it’s not necessary

Troubleshooting TCP/IP Connections
Pages 456-474

Skip the textbook pages and refer to the attached TechExams.net TCP/IP Utilities pages instead 

Planning DHCP networks
Not in Book

When a DHCP client computer boots up, it sends out broadcast traffic saying:


Is there a DHCP Server anywhere out there?
The DHCP Server (or servers) reply:


I am a DHCP Server, would you like THIS IP Address?
The DHCP Client says:


OK, I’ll take THIS one?
The DHCP Server replies:


OK, that IP address is now leased to you.
This all works fine if the DHCP Server is on the same subnet as the client, as shown in the figure to the right.
But what happens to the clients on Subnet A in the figure to the right on this page?

· When the DHCP clients on subnet A start up, they send out broadcast traffic trying to contact the DHCP server, but the router stops it
· Routers do not normally transmit broadcast traffic
· Routers only transmit traffic that is intended for one IP address, and they figure out where to send that traffic from the destination IP Address.

· If routers transmitted broadcast traffic to all their ports, they would be the same as hubs.

In order for DHCP to work on subnetted networks like this, you need to have a DHCP Relay Agent
· The DHCP Relay Agent is defined by RFC 1542, "Clarifications and Extensions for the Bootstrap Protocol."

· Some routers are RFC 1542 Compliant – they will send DHCP traffic through

· If a Windows 2000 Server computer is used as a router, it needs to run the DHCP Relay Agent component to transmit DHCP traffic

· Another solution is to add a server running DHCP Relay Agent to Subnet A
· The Relay Agent will capture the DHCP traffic and address it to the DHCP Server’s IP address so that the router will transmit it
BOOTP 
· The Bootstrap protocol (BOOTP) is an established TCP/IP standard for host configuration that precedes DHCP.

· BOOTP was originally designed to enable boot configuration for diskless workstations on older systems.

· Windows 2000 DHCP servers respond to both BOOTP and DHCP requests.
Scopes

· A DHCP scope consists of a pool of IP addresses on a given subnet, such as 192.168.0.1 to 192.168.0.254, that the DHCP server can lease to clients.
· You should set exclusion ranges for any IP addresses within the scope that you do not want the DHCP server to offer or use for DHCP assignment.

· For example, you can exclude the first 10 addresses in the previous example scope by creating an exclusion for 192.168.0.1 to 192.168.0.10.

These DHCP notes were based on links Pro Ch6r, 6s, 6t, and 6u on my Web Page
Alternate Servers

· You can specify multiple servers for Default Gateways, DNS Servers, or WINS Servers in TCP/IP Properties
· This permits the client machine to continue to operate even if one of those servers is unavailable, as long as the alternate machine is available

· You can also assign more than one IP address to your network adapter, which may be useful for multihomed servers in a cluster that each may have to service more than one Web site.
In-Class Assignment: Ch6e: TCP/IP Services with Instant Test
3 pts
1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch6e: TCP/IP Services and go through them all.  Then take the Instant Test.
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