
Pro Chapter 7 Implementing, Monitoring, and Troubleshooting Security (Part 1)


User and Group Management
Pages 498–501
Security Accounts Manager (SAM) stores user accounts in either of two models:

· Workgroup Model
· Each computer maintains its own database of local user accounts
· Local user account only provides access to the local computer

· To gain access to another computer in the LAN, the user needs an account on that computer

· High administrative overhead – time spent changing accounts machine-by-machine
· Domain Model
· Domain user accounts are stored in the Active Directory database on the Domain Controller (a server)

· User can log onto any machine in the domain with the same account name and password

· Active Directory features:
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Information about network resources such as users, printers, shared folders are stored in Active Directory objects
· Each object has attributes.  For example, a user account has attributes for User Name, Password, etc.

· Users and administrators can search Active Directory to locate objects

· All object information is stored centrally on the server

· Administrators can delegate control of portions of the Active Directory to others
· Domain Name Service (DNS) is used on the Internet to name computers

· The figure to the right shows how a DNS name of 

host-a.example.microsoft.com
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would be resolved on the Internet 

· The figure to the right shows how an Active Directory Namespace uses a similar scheme to resolve
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From link Pro Ch 7b on my Web page

.
Concepts of Active Directory
Video 

Key Terms:

Active directory, Objects and attributes, Domain as defined above
Organizational Units are logical containers for objects, such as Legal, Accounting, or Sales
Delegating administrative responsibility
Domain tree: a group of two or more domains, all sharing a common Root Domain.  The others are Child Domains.
Two-way transitive trust: Lets users in one domain log on to computers in another domain 

A Forest is a set of Domain Trees that share trust relationships, schema, and a Global Catalog
The Schema defines the objects and attributes that are used by Active Directory
Sites are portions of the network connected by high-speed links.  Logons are processed at a domain controller in the same site whenever possible. 

User Accounts
Pages 502–521
· Each account has a Security Identifier(SID) that uniquely identifies it and is never re-used

· Windows 2000 Professional has two built-in user accounts: Administrator and Guest
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Administrator can manage all aspects of the computer

· Guest is more limited, and is disabled by default

· User Account Planning Considerations

· User logon names
· must be unique
· can be up to 20 characters long
· should accommodate duplicate employee names
· Passwords
· Administrator accounts should have a password

· User passwords can be managed by either the administrator or the user

· Educate users to keep passwords secure

Creating Local User Accounts with Computer Management


Pages 505-508

· Note password options as shown to the right

· Common Management Tasks (all done in Computer Management):

· Resetting passwords

· Renaming accounts

· Deleting, enabling, unlocking accounts

· Changing group membership

· Modifying profile paths

· Modifying home directory paths
Creating Domain User Accounts with MMC (can only be done on a Domain Controller)
· Uses the Active Directory Users and Computers Snap-in
· Account Properties tabs inlude:
Pages 517-521
· General: User’s name, office location, etc. 

· Address, Telephones, Organization tabs
· Account tab has logon name, password, password settings, Logon Hours, and Log On To … that can limit the machines the user can log on to, and Account expires
· Dial-in tab: Remote Access Permission (Dial-in or VPN), Verify Caller ID, Callback Options, Assicn a Static IP Address, Apply Static Routes
· Member Of can be used to manage group membership
· Profile enables you to configure the user profile (profile path and logon script) and home folder location 

Groups
Pages 522–527
Group Types in Domains:
· Security Group used to organize user accounts so they can be given access to resources
· Distribution Group can be used only with e-mail applications (such as Exchange) to send e-mail to collections of users
· Both types of groups are stored in Active Directory, so they are available anywhere in the network
Group Scope

· Defines when a group can be used:

· Permissions: The domains in which you can use the group to add permissions

· Members: The domains from which you can add members to a group

· Nesting: The domains in which you can nest the group within other groups

Mixed Mode v. Native Mode:
· A Windows 2000 domain in Native Mode cannot contain any Windows NT domain controllers, and supports all Windows 2000 Server features

· A Windows 2000 domain in Mixed Mode can contain Windows NT domain controllers and Windows 2000 Server domain controllers, and does not support some Windows 2000 Server features, such as Domain Local Groups and Universal Groups
Workgroups

Local Groups: Not recommended for domain environments, created in Computer Management
· Permissions: Can be used to assign permission only to resources that are located on the server the Local Group was created on

· Members: Can include user accounts, Universal Groups, and Global Groups from any domain
· Nesting: You cannot add a Local Group to any group in the domain
Domains
Domain Local Groups: Recommended use: Assign Resource Permissions to Domain Local Groups
· Permissions: Can be used to assign permission to resources that are located on the same domain the Domain Local Group was created on

· Members: Can include user accounts, Universal Groups, and Global Groups from any domain
· Nesting: You cannot add a Domain Local Group to any group in the domain
Global Groups: Recommended use: Put User Accounts in Global Groups, then Add Global Groups to Domain Local Groups
· Permissions: Can be used to assign permission to resources that are located in any domain
· Members: Can include user accounts and other Global Groups only from the same domain
· Nesting: You can add Global Groups to another Global Group in the same domain, or to Universal Groups and Domain Local Groups in the same domain or other domains
Create Domain Local Groups and Global Groups in Active Directory Users and Computers
Video: the A G DL P strategy

· Put User Accounts (A) into Global Groups (G)
· Put Global Groups (G) into Domain Local Groups (DL)
· Assign Permissions (P) to Domain Local Groups (DL)
[image: image6.png][z

Gerera| WebShaing | Shaing Securty |

Name A
€52 Managers (SAMP3\Managers] 5

Permissions: Alow  Deny

FullCanicl
Modty

Read b Execute
List Folder Corterts
Read

Wwite

Adyanced.

[~ Alow nheitable pemissions ffom parent to popagatetotis

abiect
Cancel Apply

oooooo





	Example:
	Sales Users
	Sales Group
	Color Printer Users
	Color Printer


If you want to do anything more complex, you can use Universal Groups

Universal Groups: Only available in Native Mode Domains, created in Active Directory Users and Computers
· Universal Groups are very general, allowing you to manage resources and accounts from any domain

· Permissions: Can be used to assign permission to resources that are located in any domain
· Members: Can include user accounts, Universal Groups, and Global Groups only from any domain
· Nesting: You can add a Universal Group to Domain Local Group or Universal groups in any domain
· Limit the use of Universal Groups, because they generate a lot of network traffic
Groups can be converted from one type to another
Activity: Creating and Using Local Groups
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Creating the Managers Group

1. You should be logged in as Administrator.

2. Right-click My Computer and select Manage to open Computer Management
3. Expand Computer Management, System Tools, Local Users and Groups
4. Right-click Groups in the left pane and select New Group to open the New Group window

5. Enter a Group Name of Managers and click Create.  Click Close. 
6. The Managers group should be visible in the Computer Management window as shown to the right on this page.

Adding a User to the Managers Group

7. Right-click Managers and select Add to Group.  A Managers Properties window opens.

8. In the Managers Properties window, click the Add button.  Select the Daffy account (or any other account you created) and click the Add button.  Click the OK button.  Click the OK button.
Creating the Managers Folder
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Create a new folder in the root of C: named Managers.

10. Right-click the Managers folder and select Properties to open Managers Properties.

11. Click the Security tab.

12. Clear the Allow inheritable permissions from parent to propagate to this object box.  Click Remove in the pop-up message box to remove the Everyone group.
13. Click the Add button.  Select the Managers Group.  Click Add.  Click OK.

14.  Click Full Control.  The Managers Properties window should look like the figure to the right on this page.

15. Click the OK button.
Using the Managers Folder
16. Double-click My Computer.  Double-click C:.

17. Double-click Managers.  An Access Denied message appears.
18. Log out and log in as Daffy with the user name password (or any other member of the Managers group).

19. Double-click My Computer.  Double-click C:.

20. Double-click Managers.  The folder opens.

Built-in Local Groups
Pages 533–522

Administrators

· Can manage all aspects of the system, including managing user accounts, drivers, backups and restores
· Administrators do not have automtic access to all resources; if they lack NTFS permissions they will see Access Denied.
· Administrators can Take Ownership and change the NTFS Permissions to gain access
· These tasks require Administrator Accounts:
· Install the Operating System and components such as hardware drivers and system services
· Install Service Packs 
· Upgrade or repair the Operating System
· Configure critical operating system parameters such as password policy, access control, audit policy, kernel mode driver configuration, etc.
Backup Operators

· Can back up and restore file systems even if they lack NTFS permissions to access them
Guests

· Automatically includes the Guest account
· If Internet Information Server (IIS) is installed, there are two additional members of this group: ISUR_computername and IWAM_computername.  They are used to support anonymous access.
Power Users

· Can perform most operating system tasks, including:
· Install and remove applications
· Use Control Panel (configure printers, set date/time, Power Options, etc.)

· Share resources on the local system

· Power Users cannot add themselves to the Administrators group

· Power Users cannot Take Ownership, so they must have the appropriate NTFS Permissions to access files, folders, or other resources

· Power Users can create user accounts and groups, and manage accounts they created

· Power Users can manage membership of the Power Users group
Replicator

· Used by Windows 2000 Directory Replication Service to replicate content between domain controllers
Users

· Contains all users except Administrator and Guest
· Gives rights to use the computer
· If the computer is a member of a domain, Domain Users and Interactive are members of the Users group
In-Class Assignment: Ch7a: Users and Groups with Instant Test
3 pts
1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Ch7a: Users and Groups and go through them all.  Then take the Instant Test.
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