
Server Chapter 2: Access to Resources (Part 2)

Web Services 
Pages 126-138
Internet Information Services (IIS)
· Allows a server to share files and folders through a Web browser, using the Web Sharing tab in folder properties
· Not the same as files shared over the LAN, which is set up on the Sharing tab

· IIS is installed by default on servers, but if it has been removed you can install it through Add/Remove Programs

· IIS adds a folder named Inetpub to your machine for Web sites (in C:/ by default)

· IIS also adds these two user accounts

· IUSR_servername (where servername is your server name)
· Used by anonymous Browser users, and a member of the local Guests group
· IWAM_servername (where servername is your server name)
· Used by IIS if it has to launch an application from within a Web browser

· Web shared folders are accessed by using their alias (which is the Web sharing equivalent of a share name)

· The URL to view a shared folder is:

· http://server_name/alias
where server_name is the server name, and alias is the folder’s alias

· Web shared folders can only be viewed if all these conditions are satisfied
· IIS must be installed and running

· World Wide Web Publishing Services must be running

· The Web Site containing the folder must be enabled, and using TCP Port 80

· The folder must have Web Sharing enabled

· NTFS Permissions must allow IUSR_servername to access the folder (or a group that contains IUSR_servername, such as Everyone or Guests)
Activity: Web Sharing

· This activity can be done on any network, either a domain using our hubs or the normal classroom network

· You will need two machines, and two students working together: one Web Server and one Client.  The Web Server must be running Windows 2000 Server and the Client may be running either Windows 2000 Server or Windows 2000 Professional.
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Creating the Folder Website and the document Homepage.html
1. On the Web Server machine, create a folder in the root of C: named Website.

2. Right-click Website  and select Properties.  Click the Web Sharing tab and click the Share this folder radio button.

3. In the Edit Alias box, click the Directory Browsing box to allow this folder to be opened as a folder in a Web browser, as shown in the figure to the right on this page.
4. Click OK.  Click OK.  
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Click Start, Programs, Accessories, Notepad.  In the Notepad window, type in the line of HTML code shown to the right.  

6. Click File, Save As… and save the file in the C:\Website folder as index.html.  When saving the file, choose All Files in the Save as type:  drop-down list to prevent NotePad from adding a .txt to the end of the file name.
Viewing Website from a Web Browser
7. On the Client machine, open Internet Explorer and enter this Web Address:.

http://server_name/Website
where server_name is the Web server’s name (for example, Win7).  The folder should open in a browser, as shown in the figure below.  The index.html file you created should appear as a blue hyperlink in the folder.
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8. Click the index.html link to open the page you created in Notepad.  It should open, as shown to the right on this page.  Leave this browser window open.
Stopping the Web Sharing Service
9. On your Web Server, click Start, Programs, Administrative Tools, Services.

10. Scroll down to World Wide Web Publishing Services.  Right-click it and select Stop.  The Started entry should vanish in the Status column, as shown in the figure below. 
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11. On the Client machine, refresh the browser page.  You should get an error message as shown to the right on this page.  Click the OK button to close the error message, but leave the browser open.
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On your Web Server, right-click World Wide Web Publishing Services and select Start.  The Status column should show the word Started. 
13. On the Client machine, refresh the browser page.  The Web page should reappear. 
Stopping the Web Site Service
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On your Web Server, click Start, Programs, Administrative Tools, Internet Services Manager.  The Internet Information Services window opens.

15. Expand your server name to reveal the Default Web Site in the left pane.  Right-click Default Web Site and select Stop.  The name of your web site should change to Default Web Site (Stopped) as shown in the figure to the right. 
16. On the Client machine, refresh the browser page.  You should get an error message as you did in step 11.  Click the OK button to close the error message, but leave the browser open.

17. On your Web Server, Default Web Site and select Start.  The name of your web site should change back to Default Web Site.

18. On the Client machine, refresh the browser page.  The Web page should reappear. 
Changing the Web Server’s TCP/IP Port
19. You should already have an Internet Information Services window open on your Web Server.  If it is not open, open it with Start, Programs, Administrative Tools, Internet Services Manager.

20. Right-click Default Web Site and select Properties.  There are many tabs to the properties of a Web site.  Click through the pages and observe them, especially the ones listed below.

· On the Operators tab, by default only Administrators can control the Web site.

· On the Performance tab, the Web site can be optimized for three levels of traffic, and that the bandwidth dedicated to this website can be limited with bandwidth throttling.

· On the Directory Security tab, the Web site can be opened for anonymous access, or certain domain names and IP addresses can be blocked from accessing the site, or it can be set for secure communications.

· On the Custom Errors tab, the error messages can be replaced by other pages of your choice.

21. On the Web Site tab, notice that the TCP Port is set to 80.  Change it to 8080 and click the OK button.

22. On the Client machine, refresh the browser page.  You should get an error message as you did in step 11.  Click the OK button to close the error message, but leave the browser open.

23. On the Client machine, change the Web Address to
http://server_name:8080/Website/index.html
where server_name is the Web server’s name (for example, Win7).  The Web page should reappear.  In general a TCP/IP Port can be included at the end of a domain name, or at the end of an IP Address, after a colon.
24. Return to the Web Server machine.  In the Internet Information Services window, right-click Default Web Site and select Properties.  O n the Web Site tab, change the TCP Port back to 80.  Click the OK button.

25. On the Client machine, refresh the browser page.  You should get an error message as you did in step 11.  Click the OK button to close the error message, but leave the browser open.

26. On the Client machine, change the Web Address back to
http://server_name/Website/index.html
where server_name is the Web server’s name (for example, Win7).  The Web page should reappear.
Changing the Web Sharing Folder Properties
27. On your Web Server, open My Computer and open C:.  Right-click the Website folder and click Properties.  In the Web Server Properties window, click the Web Sharing tab.  Click the Do not share this folder radio button.  Click Yes in the Web Sharing window that pops up.

28. On the Client machine, refresh the browser page.  The browser shows an error message saying The page cannot be found.  Note that it does not say that the server cannot be contacted, because the server is running.  This is the same sort of error you would get if you misspelled a file name in a Web Address.

29. On your Web Server, open My Computer and open C:.  Right-click the Website folder and click Properties.  In the Web Server Properties window, click the Web Sharing tab.  Click the Share this folder radio button.  Click OK.  Click OK.  

30. On the Client machine, refresh the browser page.  The page reappears.

Changing the NTFS Folder Properties
31. On your Web Server, open My Computer and open C:.  Right-click the Website folder and click Properties.  In the Web Server Properties window, click the Security tab.  Click the Allow inheritable permissions from parent to propagate to this object radio button.  Click Remove in the Security window that pops up.  Now no one has any permissions to access this folder.  Click OK.  Click Yes in the Security window that pops up.  

32. On the Client machine, refresh the browser page.  A box pops up asking for your user name and password (and possibly for a domain name as well).  Log in as Administrator (or any other valid account).  The browser shows an error message saying You are not authorized to view this page. 

33. On your Web Server, open My Computer and open C:.  Right-click the Website folder and click Properties.  In the Web Server Properties window, click the Security tab.  Click the Allow inheritable permissions from parent to propagate to this object radio button.  Click OK.

34. On the Client machine, refresh the browser page.  The page reappears.

Controlling Web Site Access through Authentication Methods 
Pages 138-142
To see the methods available on your Web Server:

· Click Start, Programs, Administrative Tools, Internet Services Manager.
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Right-click Default Web Site and select Properties.
· Click the Directory Security tab. 
· In the Anonymous access and authentication control section, click the Edit button. 
Anonymous Access
· This is the first method a browser attempts, with no user name or password (the IUSR_servername account is used)

Authenticated Access
· If anonymous access is refused, the browser gets a user name and password, either from the user or from elsewhere, and sends that to the server

· There are three levels of authenticated access: basic authentication, digest authentication, and Integrated Windows authentication
Basic authentication
· Sends all logon information in clear text, so this is the least secure method
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Needs to be used for non-Microsoft browsers

· This security risk can be overcome with server certificates and SSL (Secure Sockets Layer)
Digest authentication
· Uses a hashing algorithm to scramble the data sent between the browser and the server

· Can only be used on IE 4 or later versions

· User must be on a domain and have the password stored using “reversible enctyption”
Integrated Windows authentication
· Used the Windows logon currently in force, and if it is accepted, does not prompt the user for a name and password

· Displays logon box if the Windows logon is not accepted

· High security

· Does not work through a proxy server

· Required IE 2 or later, but there is no Netscape support

Controlling Web Site Access through IP Address and Domain Name Restrictions 
Pages 142-143
· These are controlled through the Directory Security tab in Default Web Site Properties.

· This is not a recommended way of ensuring security because:

· Restricting certain IP addresses means that no one can access your site from those machines.  Of course, they can just go use a different machine to get in.

· Restricting certain domain names requires the browser to first resolve the IP address of each user before granting access, which takes time and is not always accurate
Securing Web Access Using Certificates 
Pages 144-150
· These are controlled through the Directory Security tab in Default Web Site Properties.

· A Web Server has a server certificate issued by a third-party Certificate Authority (usually VeriSign)
· Browsers are configured to trust VeriSign

· Web server certificate authentication is done automatically by the browser

· A Client Certificate is created by a browser when it logs into a secure website
· Client certificates are also authenticated by an independent third party

· Client certificates are created and managed automatically by the browser

· On the Internet, most people use third-party certificates because every browser is already set up to trust them

· On an intranet, you can use Windows 2000 Certificate Services if you configure your browser to trust it

· Secure Sockets Layer (SSL) permits secure exchange of information with a Web server using certificates

· SSL encrypts all data passing through it, including passwords, credit card numbers, etc.
· SSL uses TCP Port 443
· SSL is widely used on the Internet and considered an excellent technique of maintaining security.

In-Class Assignment: Srv Ch2b: IIS Flashcards with Instant Test
3 pts

1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Srv Ch2b: IIS and go through them all.  Then take the Instant Test.
Printers
 
Page 150-180
· [image: image10.png]| erack - 5 - Q[ Q| Qoearch [lFavorkes >
thoss [ somostnctsteirieciiat =] @G ||uns
=
‘Welcome to the
Cypress Web Page
|
[E7Done [ [ BE owlrranet v




Printers work the same in Windows 2000 Professional and in Windows 2000 Server. 
· On a server in a domain, there is an additional check box List in the Directory. 
· Printers that are listed in the directory can be found by clicking Start, Search, For Printers…
In-Class Assignment: Pro Ch2d: Printers Flashcards with Instant Test
3 pts

1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Pro Ch2d: Printers and go through them all.  Then take the Instant Test.
Non-Windows Operating System Interoperability 
Pages 180-150
The main other network OS choices are Netware, AppleTalk, and UNIX.
Novell Netware

· Uses IPX/XSPX instead of TCP/IP
· Netware has several options for Frame Type
· Ethernet uses Ethernet II, 802.3, 802.2, and Sub Network Access Protocol (SNAP)

· Token ring uses 802.5 and SNAP
· Fiber Distributed Data Interface (FDDI) uses 802.2 and 802.3
From link Srv Ch 2f on my Web page
· IPX Addressing
· A complete IPX network address is 80 bits in length and is represented in a hexadecimal format.
· As with all routable protocols it needs a network and a host portion
· The network portion is 32 bits in length and is manually configured.
· The host portion is 48 bits in length and is derived from the MAC address of the host's network interface.
· Examples of full IPX internetwork addresses are:
0CC001D8.0050.BF61.6C71

0000ABBA.0060.9736.954B

00000046.0060.E92A.C2A4 

From link Srv Ch 2g on my Web page
· Install NWLink in network adapter properties to enable communication with IPX/SPX
· The full name is NWLink IPX/SPX/NetBIOS compatible transport

· Client Services for NetWare (CSNW) 
· Installed on a Windows 2000 Professional workstation, along with NWLink
· Permits that workstation to directly access resources on a NetWare server

· Gateway Services for NetWare (GSNW) 
· Installed on a Windows 2000 Server

· Creates virtual folders that are actually connections to NetWare folders
· Allows Windows 2000 Professional clients to use NetWare resources without having NWLink installed

· File and Print Services for NetWare 
· Installed on Netware clients running IPX, so they can access resources on a Windows 2000 Server

· Not included with Windows 2000, must be purchased separately 

Apple Macintosh
The current operating system running on Macintosh computers is MAC OS X and supports TCP/IP.  AppleTalk was developed by Apple Computers in the early 1980s to allow file and printer sharing and mail functionality between Macintosh computers.

· Like TCP/IP, AppleTalk is not just one protocol, but a suite of several protocols for different functions.
· Appletalk is routable: each address has a network portion and a host portion.
· AppleTalk is the protocol, and it must be installed together with one or more of these services:
· File Services for Macintosh

· Lets Macintosh clients access a folder on a Windows server

· The folder must be made Macintosh-Accessible in Computer Manager
· Macintosh’s default User Authentication Manager allows saving of account and password information, which is a security hazard, so it is recommended that you install Microsoft User Authentication Manager on your Macintosh clients
· Print Services for Macintosh

· Lets Macintosh clients print to Windows printers controlled by Windows 2000 print servers

· Lets Windows clients users print to Macintosh printers through a Windows 2000 print server

· Macintosh machines divide themselves into Zones like Active Directory Zones.
From link Srv Ch 2h on my Web page
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Activity: Installing Appletalk and File Services for Macintosh and Print Services for Macintosh

· This activity can be done on any computer running either Windows 2000 Server or Windows 2000 Professional.

Installing the Appletalk protocol
1. Right-click My Network Places and select Properties.  Right-click Local Area Connection and select Properties.

2. In the Local Area Connection Properties window, click the Install button.

3. In the Select Network Component Type window, click Protocol and click the Add button.

4. In the Select Network Protocol window, click AppleTalk Protocol and click the OK button.

5. In the Local Area Connection Properties window, click Close.
Installing File Services for Macintosh and Print Services for Macintosh
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From Control Panel, double-click Add/Remove Programs.

7. In the Add/Remove Programs window, click the Add/Remove Windows Components button.

8. In the Windows Components Wizard window, click the Other Network File and Print Services option and click the Details button. 
9. In the Other Network File and Print Services window, make sure both File Services for Macintosh and Print Services for Macintosh are checked and click the OK button.
10. In the Windows Components Wizard window, click the Next button.
11. When the Completing the Windows Components Wizard window appears, click Finish.
Creating a Macintosh-Accessible Volume
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Create a folder in the root of C: named Macshare.

13. Right-click My Computer and select Manage.

14. In the left pane of the Computer Management window, expand Shared Folders.  Right-click Shares and select New File Share. 
15. In the Create Shared Folder dialog box, enter C:\Macshare in the Folder to share: box, enter Macshare in the Share name box, and click the Apple Macintosh check box at the bottom.  Click the Next button.
16. In the next window you can configure share-level security.  Read the options.  For the in-class activity, leave the All users have full control radio button selected and click the Finish button.
17. A Create Shared Folder box appears asking if you want to create another shared folder.  Click No.

Securing a Macintosh-Accessible Volume
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If necessary, open Computer Manager (right-click My Computer and select Manage).

19. Expand Shared Folders.  Click Shares.  Macshare appears twice in the right pane, once with a type of Windows  and once with a type of Macintosh, as shown in the figure to the right on this page.

20. Right-click the Macshare line with a type of Macintosh and select Properties.  In this window you can set a password that Macintosh users will need to access the folder, and you can make the folder read-only for Macintosh users.
Interoperation with UNIX
UNIX and Linux are popular on servers and elsewhere.  Here are the Windows components that permit interoperability with UNIX:

· The TCP/IP protocol

· 70% of Web servers are using Linux, and all the Internet connectivity is already compatible with UNIX

· Print Services for UNIX
· Allows Windows 2000 servers to connect to printers hosted by UNIX computers

· Allows UNIX clients to connect to printers hosted on the local Windows 2000 server

· Provides these UNIX services on a Windows 2000 Server:

· Line Printer Remote (LPR) to allow a client to send jobs to a remote printer

· Line Printer Daemon (LPD) allows a server to receive print job requests and print them

· Line Printer Queue (LPQ) allows an administrator to review the items in the queue

· Windows Services for Unix
· An additional utility that can be purchased from Microsoft, not part of Windows 2000
· It is installed on UNIX computers to give them access to resources on Windows 2000 servers

· It contains:

· Client Services for UNIX
· Gateway Services for UNIX
· Directory Synchronization for UNIX
In-Class Assignment: Srv Ch2c: Interoperability Flashcards with Instant Test
3 pts

1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Srv Ch2c: Interoperability and go through them all.  Then take the Instant Test.
Cypress Win2k  Bowne
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