
Server Chapter 4: Performance, Reliability, and Availability (Part 3)

Maintaining System Recovery Information 
Pages 298-303
Three Recovery Tools

· Last Known Good Configuration 
· Press F8 during bootup to see the Advanced Options menu, which includes Last Known Good Configuration
· Choosing Last Known Good Configuration provides a way to recover from problems such as a newly added driver that may be incorrect for your hardware. It does not solve problems caused by corrupted or missing drivers or files.

· When you choose Last Known Good Configuration, Windows 2000 restores information in registry key HKLM\System\CurrentControlSet only. Any changes you have made in other registry keys remain.

· Each time you complete the name and password login box, the current configuration is copied into the backup configuration, and becomes the Last Known Good Configuration
· Last Known Good Configuration does not save:

· System files used to load Windows 2000

· Boot sector

· Startup environment for multi-boot system 
· Emergency Repair Disk 
· Permits recovery from bad Registry settings, such as deleted user accounts

· Emergency repair information is in %systemroot%\repair
· You can also back up the registry into the repair folder

· Windows 2000 Backup 
· Takes the most time to prepare, but allows recovery of all data

· Can be started from the Backup Wizard, scheduled with Task Scheduler, or from the command line with NTBACKUP
System State
· Information needed to bring Windows 2000 from a newly installed state to its current configuration

· Does not include installed programs or user data

· When you choose to back up the system state on a domain controller, the following items are included: 

· Active Directory (NTDS)

· The boot files

· The COM+ class registration database

· The registry

· The system volume (SYSVOL)

· When you back up the system state on a non-domain controller, the following items are included: 

· The Boot file

· The COM+ class registration database

· The registry

· When you back up a member server or domain controller with Certificate Server installed, the following additional item is also included: 

· Certificate Server

Registry
· Backing up and Restoring the Registry as part of making an Emergency Repair Disk (ERD)
· Use the Backup utility to create an Emergency Repair Disk (ERD), with the check box checked to make a copy of the registry

· Backup creates updated copies of the registry files in the %SystemRoot%\Repair\Regback folder.

· To restore the registry, replace the registry files in the %SystemRoot%\System32\Config folder with the copies in the %SystemRoot%\Repair\Regback folder by using Recovery Console
· Backing up and Restoring the Registry with System State
· Use Windows Backup to Back up the System State
· To restore the whole registry, use Backup to restore the System State
· Note: NTUSER.DAT is not restored, as far as I can tell
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In-Class Asmt: Pro Ch4b: Memory Performance with Instant Test
3 pts
1. Open Internet Explorer to my Web page: http://fog.ccsf.cc.ca.us/~sbowne/ and click Flash Cards
2. Select Pro Ch4b: Memory Performance and go through them all.  Then take the Instant Test.
In-Class Asmt: Pro Ch4c: Processor and Disk Performance with Instant Test
3 pts
In-Class Asmt: Pro Ch4d: Network Performance with Instant Test
3 pts
In-Class Asmt: Pro Ch4e: Backup and Recovery with Instant Test
3 pts
Activity: Detecting a Bottleneck 
Pages 340-341
Do Exercise 4.2 on pages 340-341 in your textbook.  The instructions are OK, but these tips may make them a bit clearer:

· Use a Member Server for this exercise, not a domain controller

· Step 1 is not a step you should do: it is a description of what you accomplish in steps 2 through 11. 
· Step 7 is not really in order.  You have to first select the Processor object, then all counters, then Add.  Then select the Memory object, all counters, Add.  Then select the Paging File object, all counters, all instances, Add.  Then select the PhysicalDisk object, all counters, Add.  
· Step 12 is not a step you should do: it is a description of what you accomplish in steps 13 through 22. 

· Step 18 is not necessary.  The BOOT.INI file is not read-only, at least not on my machines.

· Step 30: add Memory\Available Mbytes as well as the other counter.  That way you can see that the poor performance showed low available memory, high paging, and high disk activity: signs of a memory bottleneck
Activity: Repairing BOOT.INI Using the Recovery Console 
Not in Book
Installing Recovery Console

1. Make sure your machine is booted up and that the Win 2000 installation CD is in the CD drive.

2. Double-click My Computer and note what drive letter is used for the CD-ROM.  On my machine it is E:.

3. Open a Command Prompt window and type E: Enter to make the CD-ROM the working drive.  If your CD-ROM drive is D: or some other letter, use that letter instead of E:..
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Enter the command 
cd ENGLISH\WIN2000\SERVER\I386
5. Enter the command 
WINNT32 /cmdcons
6. A Windows 2000 Setup window opens asking if you want to install Recovery Console.  Click Yes.

7. Setup performs several tasks, with animations and progress bars.  When the setup is complete, you will see the window shown to the right on this page.  Click OK.

Damaging BOOT.INI
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Open C:.  Double-click BOOT.INI.  Add a switch of /MAXMEM:8 to the server bootup line, as shown below. 
9. Restart your machine.  Select the Microsoft Windows 2000 Server partition.  It will fail to start, either with a blue screen or during the text part of startup.  This is now a Damaged Machine.

10. Restart your Damaged Machine.  Select the Microsoft Windows 2000 Recovery Console partition.  Select either partition to log in to and enter the administrator password, which should be password.

11. Insert a floppy disk and attempt to copy the BOOT.INI to it with this command:

COPY C:\BOOT.INI A: 

You should get an Access denied message.  This is because of security limitations placed on Recovery Console.  How can you fix the BOOT.INI file?  By copying one from another machine and correcting it to match the broken machine’s configuration. 

12. Go to another machine that is working.  It can be running either Windows 2000 Professional or Windows 2000 Server.  Copy that machine’s BOOT.INI to a floppy disk:  Open the A:\BOOT.INI file with Notepad.  You should see a screen more or less like the one at the bottom of the previous page.  All you need to do is to fix the lines that look like the following line to match the configuration of the Damaged Machine:

multi(0)disk(0)rdisk(0)partition(2)\WINNT="Microsoft Windows 2000 Professional" /fastdetect

13. The Damaged Machine should be running Recovery Console.  Enter the MAP ARC command to see the ARC paths to the partitions on this machine.  You should be able to spot the partitions with drive letters on them: they will look like this:

C: NTFS
4001MB
multi(0)disk(0)rdisk(0)partition(2)

14. Correct the BOOT.INI file on the floppy until you think it is correct.  To check it, enter these commands on the Damaged Machine:

DEL C:\BOOT.INI 

COPY A:\BOOT.INI C:\BOOT.INI  

15. Enter EXIT to restart the Damaged Machine.  You should be able to enter the Server partition again.

Activity: Making an Emergency Repair Disk and Registry Backup
Not in Book
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Note:  Do this activity with a local Administrator account, not with a domain account.
Making an Emergency Repair Disk 
1. Start with a blank formatted floppy disk.

2. Click Start, Programs, Accessories, System Tools, Backup
3. On the Welcome tab of the Backup dialog box, click the Emergency Repair Disk icon. 
4. When the Emergency Repair Diskette box opens as shown to the right on this page, check the box to also back up the registry, and click OK.

5. When the Emergency Repair Diskette box shows that the emergency repair information was saved successfully, click OK.  
Activity: Using the Emergency Repair Disk to Restore System Files
Not in Book
Examining the Contents of the Emergency Repair Disk 
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Open My Computer  and open the Floppy disk.  You should see three files on the disk: autoexec.nt, config.nt, and setup.log.

7. Double-click the setup.log file.  Here you see the Emergency Repair information, as shown in the figure to the right on this page.  A list of files is shown with checksums that can be used to detect file corruption.
Renaming a System File to Damage the System 

8. Open Windows Explorer and navigate to C:\WINNT\System32\drivers\kbdclass.sys (If your system disk is not C:, use your Windows 2000 Server system volume)  Rename the file to kbdclass.bak.

Repairing the System with the Emergency Repair Disk 

9. Insert the Windows 2000 installation CD and restart your machine.  Boot from the CD.

10. Choose option B to open a blue Windows 2000 Setup screen

11. When the Welcome to Setup message appears, you see three choices: Set up Windows 2000, repair Windows 2000, or Quit.  Press R to repair Windows 2000.

12. A Windows 2000 Repair Options screen opens.  Enter R to start the emergency repair process.

13. At the next screen, press F to start a fast repair.

14. The next screen says that you need an Emergency Repair Disk.  Press Enter.

15. When you are prompted to, insert your Emergency Repair Disk.  Press Enter.

16. When the system restarts, eject the diskette, select the Server partition, and log on.

17. Open Windows Explorer and navigate to C:\WINNT\System32\drivers\kbdclass.sys.  Verify that the file has been restored.

Activity: Using Recovery Console to Restore Registry Settings
Not in Book
Changing the Registry 


18. Open a Command Prompt window.

19. Enter the command REGEDIT Enter to open the Registry Editor as shown in the figure  below on this page.

20. Expand:
· HKEY_LOCAL_MACHINE
· Software
· Microsoft

· Windows
· CurrentVersion

· Policies
· Select System.  dontdisplaylastusername should have a value of 0x00000000 (0) as shown below. 
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21. Click Start, Run and enter GPEDIT.MSC to open the Group Policy editor.
22. Expand these items, as shown in the figure below on this page:

· Computer Configuration
· Windows Settings
· Security Settings
· Local Policies
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Security Options
23. Double-click Do not display last user name in logon screen.  Click the Enabled button.  Click OK.  Close the Group Policy window.
24. In the Registry Editor window, click View, Refresh.  dontdisplaylastusername should have a value of 0x00000001 (1) as shown below.
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16. Log off and press Ctrl+Alt+Del when you are prompted to.  Notice that the User name box is empty now.   Log in as Administrator with a password of password.
Restoring the Registry with Recovery Console 
17. Restart your machine and select the Microsoft Windows 2000 Recovery Console partition.  Enter 1 to select the C: partition (assuming that your Server is installed on C:).   Enter the administrator password, which should be password.  You should get a C:\WINNT prompt.
18. Enter this command, assuming that your Windows 2000 Server is installed on C::

COPY REPAIR\REGBACK\SOFTWARE SYSTEM32\CONFIG
19. When the Overwrite SOFTWARE? (Yes/No/All) message appears, enter Y
20. Enter EXIT to leave Recovery Console and restart the machine.  Select the Server partition.  Notice that the user name is already filled in for you, indicating that the registry was returned to its original condition.
21. Repeat steps 19 and 20 to open REGEDIT again and verify that the dontdisplaylastusername has a value of 0x00000000 (0).
Activity: Using Backup to Save System State Data
Not in Book
25. Create a folder in the root of C: named SSBACKUP
26. Click Start, Programs, Accessories, System Tools, Backup.

27. On the Welcome tab, click the Backup Wizard button.

28. In the Welcome to the Windows 2000 Backup and Recovery Tools screen, click Next.

29. In the What to Back Up screen, select Only back up the System State data and click Next.

30. In the Where to Store the Backup screen, enter C:\SSBACKUP\Backup.bkf and click Next.

31. In the Completing the Backup Wizard screen, click Finish.

32. When the Backup Progress window shows the message The backup is complete, click the Close button.  Close Backup.

Activity: Changing the Registry with Group Policy
Not in Book
Changing the Registry 


33. Click Start, Run and enter GPEDIT.MSC to open the Group Policy editor.
34. Expand these items:

· Computer Configuration
· Windows Settings
· Security Settings
· Local Policies
· Security Options
35. Double-click Do not display last user name in logon screen.  Click the Enabled button.  Click OK.  Close the Group Policy window.
36. Log off and press Ctrl+Alt+Del when you are prompted to.  Notice that the User name box is empty now.   Log in as Administrator with a password of password.
Activity: Restoring the Registry with System State Data
Not in Book
37. [image: image9.png]Insett a blank, formatted foppy disk nto diive A: and click OK.

¥ {iso Backup the registy o the repa diecton. Ths backup
tcan be used 0 help ecover your systemif the registy is
damaged.

=




Click Start, Programs, Accessories, System Tools, Backup.

38. On the Welcome tab, click the Restore Wizard button.

39. In the Welcome to the Restore Wizard screen, click Next.

40. In the What to Restore screen, expand the tree in the left pane until you find a System State item.  Check the box next to System State as shown in the figure to the right on this page and click Next. 
41. In the Completing the Restore Wizard screen, click Finish. 
42. A Enter Backup File Name window opens as shown to the right on this page.  Verify that the file is C:\SSBACKUP\Backup.bkf and click OK. 
43. When the restore process completes, you are prompted to restart your computer.  Click Yes to restart.

44. When you log on, notice that the User name is filled in.  That shows that the registry keys were restored.

Registry hive	File names 


HKEY_LOCAL_MACHINE\SAM 	Sam and Sam.log 


KEY_LOCAL_MACHINE\SECURITY 	Security and Security.log 


KEY_LOCAL_MACHINE\SOFTWARE 	Software and Software.log 


KEY_LOCAL_MACHINE\SYSTEM 	System and System.log 


HKEY_CURRENT_CONFIG 	System and System.log 


HKEY_CURRENT_USER 	Ntuser.dat and Ntuser.dat.log 


HKEY_USERS\.DEFAULT 	Default and Default.log
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