
Server Chapter 6: Network Connections (Part 3)
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It is common for a LAN to have a single pathway out to another LAN or to the Internet, as shown in the diagram to the right.
In this situation, the Gateway needs to have two NICs and to Share its Connection to the Internet.

Often the Gateway machine assigns Private IP Addresses to the workstations on its LAN, such as 10.x.y.z, so they can all share a single Public IP Address.  That process is called Network Address Translation (NAT).

Internet Connection Sharing is an automatic process that does both of these tasks, using 192.168.y.z local addresses.  The gateway machine acts as a DHCP server.  This is useful for workgroups, but not for domains.
NAT on a Member Server is used to share an Internet connection with a domain.
Activity: Internet Connection Sharing
Pages 500-502

· To do this activity you need to use your hubs and your TCP/IP LAN, with a single Gateway Machine that has two NICs: one connected to your TCP/IP LAN, and one connected to the building’s Internet connection.

· You should not attempt this activity on a domain.  If you set up a domain controller in a previous activity, leave it shut off or boot it to a Windows 2000 Professional partition.  DO NOT demote your domain controller – you will need it later.
· The Gateway Machine should have two NICs and be running Windows 2000 Server.  The other machines on your LAN can be running either Windows 2000 Professional or Windows 2000 Server.

Verifying that you do not have any active DHCP or DNS Services on your TCP/IP LAN
1. To verify that the DHCP Service is down, go to a machine on your TCP/IP LAN, open a Command Prompt window, and execute the IPCONFIG /RELEASE, IPCONFIG / RENEW, and IPCONFIG /ALL commands.  You should get an autoconfiguration IP address starting with 169.254.

2. To verify that the DNS Service is down, open a Command Prompt window and execute the NSLOOKUP Win9  command, replacing Win9 with your local machine name.  You should get an error message saying No response from server.

3. Open Internet Explorer.  You should get an error message because there is no connection from this machine to the Internet right now.

Sharing the Internet Connection
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Go to your Gateway Machine.  Make sure one NIC is plugged in to the wall.  Open Internet Explorer and make sure this machine can get to the Internet.

5. Right-click My Network Places and select Properties.  There should be two connections named Internet and TCPIP LAN.  Right-click Internet and select Properties.
6. In the Internet Properties window, click the Sharing tab.  Check the Enable Internet Connection Sharing for this connection check box, as shown to the right on this page. 
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By default, Internet Connection shares Web access only.  To configure it to share applications and services, you use the Settings button in the Sharing tab of the connection properties.  Click the Settings Button.  The Applications tab shows no applications currently enabled for sharing, and the Services tab shows a short list of services you can easily enable, as shown to the right on this page. Read through the options but make no changes, and click the OK button to close Internet Connection Sharing Settings.
8. [image: image15.png][Run As Other User

Youmay nat have the necessary permissions to use all
the Features of the program you are sbout to un. You
may run this program as a diferent user or continue to
run the program as CYPRESS\lus.

 Run the program as CYPRESS|ous

 Runthe program s the folowing user;

User name;
password:

Do

Advinistrator

cypress.conl




Click OK to close Internet Properties.   A Local Network window pops up as shown below on this page.  Read it to learn how Internet Connection Sharing works, and click the Yes button.
9. Go to another machine on your TCP/IP LAN.  Right-click My Network Places and select Properties.  Right-click TCPIP LAN and select Properties.  Click Internet Protocol (TCP/IP) and click the Properties button.  Click the Obtain an IP address automatically radio button.  Click the Obtain DNS server address automatically radio button.  Click OK to close Internet Protocol (TCP/IP) Properties.  Click OK  to close TCPIP LAN Properties.  

10. Open a Command Prompt window and execute the IPCONFIG /RELEASE, IPCONFIG / RENEW, and IPCONFIG /ALL commands.  You should get an IP address starting with 192.168.0.

11. Open Internet Explorer.  If the Internet Conection Wizard appears, connect through a LAN.  You should be able to access the Internet.
Activity: DNS Dynamic Updates on a Domain
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To do this activity you need to use your hubs and your TCP/IP LAN

· You need a domain for this activity, with a domain controller.

DHCP Option: DNS Domain Name
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In the last activity in Chapter 6 Part 1, we configured DHCP to deliver IP addresses and DNS Server addresses.  But to work on a domain, it also needs to deliver the DNS Domain Name.  To configure that, do the following steps.

13. On the Domain Controller, click Start, Programs, Administrative Tools, DHCP.  In the DHCP console, expand your server name and Scope.  Find Server Options, as shown in the figure to the upper-right on this page.

14. Right-click Server Options, and click Configure Options.  A Server Options window opens.  Scroll down to item 015 DNS Domain Name and click it.  In the String value window, type in your domain name as shown to the right on this page.  Click OK.
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Your DHCP Window should now show two items in the right pane, as shown to the right on this page.

16. Go to each machine on your domain and execute the IPCONFIG /RELEASE, IPCONFIG / RENEW, and IPCONFIG /ALL commands.  Check to make sure they all got the correct values for these three items:

Primary DNS Suffix
Should be yourdomain.com (whatever name you gave your domain)
IP Address
Should be in the range 10.0.0.101 to 10.0.0.150
DNS Servers 
Should be 10.0.0.1
DNS Dynamic Updates
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On the Domain Controller, click Start, Programs, Administrative Tools, DNS.  In the DNS console, expand your server name and Forward Lookup Zones.  Click your domain name as shown to the upper-right on this page. 
18. Right-click your domain name and select Properties.  On the General tab, set Allow dynamic updates? to Yes, as shown to the right on this page.  Click OK. 
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Expand Reverse Lookup Zones and right-click 10.x.x.x Subnet.  Click on Properties.  On the General tab, set Allow dynamic updates? to Yes.  Click OK.

20. On the domain controller, open a command prompt and execute the IPCONFIG /REGISTERDNS command.  Make the DNS window the active window and press F5 to refresh it.  Within a few seconds, a new record should appear in the right pane.
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Execute the IPCONFIG /REGISTERDNS command on each machine in your domain.  When you are done, there should be a record for each machine, as shown in the figure to the lower-right on this page, for a domain with two machines: samsp3 and samsp4. 
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Use NSLOOKUP  to locate each machine in your domain, from any domain member machine.  You should get a response showing the server’s name and IP address and the member machine’s name and IP address as shown to the right on this page.

Activity: NAT (Network Address Translation) on a Member Server
Pages 502-502

· To do this activity you need your domain, with a single Gateway Machine that has two NICs: one connected to your TCP/IP LAN, and one connected to the building’s Internet connection.
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The Gateway Machine should be a member server running Windows 2000 Server.  The other domain member machines in your domain can be running either Windows 2000 Professional or Windows 2000 Server.

Creating a User Account on the Domain Controller
23. To set up a realistic security environment, we need a user account that is not the Administrator.  Create it this way:

24. On the Domain Controller, click Start, Programs, Administrative Tools, Active Directory Users and Computers.  Right-click Users in the left pane and select New, User.

25. In the New Object – User window, enter a First name of Louis and a user logon name of louis as shown to the right on this page.  Click Next.
26. In the next screen, enter a password of password twice, check the password never expires box, and click Next.

27. In the next screen, click Finish.

Configuring a Domain Controller from a Member Server
28. Domain controllers are often in locked rooms and not accessible to all the administrators.  However, many tasks can be done from member servers without actually touching the domain controller’s keyboard.

29. Do not use the domain controller for this activity.  Go to a member server, log out, and log in as Louis with a password of password.

Adding a Console to Administrative Tools
30.  On a member server, click Start, Run and enter MMC to open a Console1 window.

31. Click Console, Add/Remove Snap-in.  In the Add/Remove Snap-in box, click Add.

32. Click Active Directory Users and Computers.  Click the Add button.  Click the Close button.

33. Click the OK button to close the Add/Remove Snap-in box.

34. Click Console, Add/Remove Snap-in.  In the Add/Remove Snap-in box, click Add.

35. Click Routing and Remote Access.  Click the Add button.  Click the Close button.

36. Click the OK button to close the Add/Remove Snap-in box.

37. Click Console, Save.  In the Save As window, verify that the Save in drop-down list shows Administrative Tools and enter a File name of ADUsers.  Click the Save button.
38. Close the ADUsers window.

Attempting to Change Server Properties as Louis
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Click Start, Programs, Administrative Tools, ADUsers.

40. Expand the tree in the left pane as shown to the right on this page, and click Computers.  Find your gateway computer’s name in the list in the right pane, right-click it, and select Properties.
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Click the Member Of tab and click the Add button.  In the Select Groups dialog box, scroll through the groups list and click on RAS and IAS Servers.  Click the Add button.  Click the OK button.

42. In the server Properties window, click OK.  An Active Directory window opens as shown to the right, because Louis is not a member of the Domain Admins group.  Click OK to close the Active Directory window.  Close the ADUsers window.  Do not save changes.
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Changing Server Properties with Run As…
43. Click Start, Programs, Administrative Tools.  Right-click ADUsers and select Run As….

44. A Run As Other User box opens.  Verify that the Run the program as the following user: radio button is selected.  Enter a User Name of Administrator, a password of password, and your domain name, as shown to the right on this page.  Click OK.  An ADUSers window opens.

45. Expand the tree in the left pane and click Computers.  Find your gateway computer’s name in the list in the right pane, right-click it, and select Properties.
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Click the Member Of tab and click the Add button.  In the Select Groups dialog box, scroll through the groups list and click on RAS and IAS Servers.  Click the Add button.  Click the OK button.  This gives your gateway machine the right to use the Routing and Remote Access services on the domain controller.
47. In the left pane of the ADUsers window, click Routing and Remote Access.  Click Action, Add Server.

48. An Add Server window opens.  Leave the This computer radio button selected, as shown to the right on this page, and click the OK button.

Using Routing and Remote Access to Start an Internet Connection Server
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Your ADUsers window should look like the example to the right on this page.  Click on your server and select Action, Configure and Enable Routing and Remote Access from the menu bar.
50. At the Welcome to Routing and Remote Access Server Setup Wizard screen, click Next.

51. At the Common Configurations screen, read through the options, as shown to the right.  Leave Internet connection server selected and click Next.

52. At the Internet Connection Server Setup screen, select Set up a router with the Network Address Translation (NAT) routing protocol and click Next.

53. At the Internet Connection screen, click Next.

54. At the Welcome to Routing and Remote Access Server Setup Wizard screen, verify that the Use the selected Internet connection radio button is selected and that the Internet line is highlighted, and click Next.

55. At the Completing the Routing and Remote Access Server Setup Wizard screen, click Finish.

56. After the service starts, you should see an upward-pointing green arrow on your server in the ADUsers window.

Configuring NAT Properties
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Expand the tree in the left pane of ADUsers as shown in the figure to the right, right-click Network Address Translation (NAT), and select Properties.
58. The General tab allows you to select event logging.  Accept the default selection and click the Translation tab.
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The Translation tab is used to specify the amount of time a mapping between a private IP address and a public IP address is retained for TCP and UDP communications.  Note that the default time is much longer for TCP (because it is a connection-oriented protocol), than for UDP (which is used for streaming media and PING).  The Applications button is used to reserve ports for special applications like games.   Leave the settings at the default value as shown to the right on this page and click the Address Assignment tab.
60. The Address Assignment tab is used to set up the NAT server as a DHCP server.  You already have a DHCP server, so leave the check box unchecked and click the Name Resolution tab.
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The Name Resolution tab is used to forward DNS queries to a public DNS server.  Click the Clients using Domain Name Service (DNS) check box, as shown to the right on this page, and click OK.
Configuring the Gateway Machine’s Default Gateway
62. Now that the gateway machine is a server, it is not appropriate for it to be a DHCP client.  It should have a manually configured IP address so that other machines can find it.  You need to be an Administrator to adjust LAN connection properties, so log out and log in to the gateway machine as Administrator with a password of password.
63. First you need to determine the Default Gateway and DNS servers for the TCPIP LAN connection so it can reach the Internet.  On the gateway machine, open a Command Prompt and execute the IPCONFIG /ALL command.  Find the Internet Connection’s Default Gateway and DNS Server and write them below.

Default Gateway
____________________________
DNS Server
____________________________
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On the gateway machine, right-click My Network Places and select Properties.  Right-click TCPIP LAN and select Properties.  Click Internet Protocol (TCP/IP) and click the Properties button.  Configure your connection to have an IP address of 10.0.0.2 and the Default Gateway you wrote down in the previous as shown to the right on this page.  Note: Your Default Gateway will probably be different from mine.  Click OK to close Internet Protocol (TCP/IP) Properties.  Click OK to close TCPIP LAN Properties.  

Configuring the Domain Controller’s Default Gateway
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On the domain controller, right-click My Network Places and select Properties.  Right-click TCPIP LAN and select Properties.  Click Internet Protocol (TCP/IP) and click the Properties button.  Change the Default Gateway to 10.0.0.2 as shown to the right on this page.  Click OK to close Internet Protocol (TCP/IP) Properties.  Click OK  to close TCPIP LAN Properties.  This will send all Internet traffic to the gateway machine.
Configuring the DHCP Router (Default Gateway)
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On the Domain Controller, click Start, Programs, Administrative Tools, DHCP.  In the DHCP console, expand your server name and Scope.  Find Server Options, as shown in the DHCP window to the right on this page.

67. Right-click Server Options, and click Configure Options.  A Server Options window opens.  Check item 003 Router and click it.  In the IP address window, type in 10.0.0.2 and click the Add button.  Make sure your window looks like the Server Options window to the right on this page.  Click OK.

68. Your DHCP Window should now show three items in the right pane, as shown the DHCP window to the right on this page.
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Go to each machine on your domain (except the domain controller and the gateway machine, which are no longer DHCP clients) and execute the IPCONFIG /RELEASE, IPCONFIG / RENEW, and IPCONFIG /ALL commands.  Check to make sure they all got the correct value for the Default Gateway.

Adjusting the DNS Service
70. The DNS service on the domain controller was configured as a root server for a local domain, with no other DNS servers available.  The DNS server must be reconfigured to forward addresses it cannot resolve to the Internet’s DNS servers.  To do that we have to change it from a Root Server to a DNS Forwarder.  We will do that directly on the domain controller.
71. On the domain controller, click Start, Programs, Administrative Tools, DNS.  Expand the tree in the left pane as shown to the right on this page and find the  .  forward lookup zone.  Right-click it and select Delete.  When a DNS box pops up saying Are you sure you want to delete the zone . from the server? click OK.
72. Right-click your server name in the left pane and select All Tasks, Restart.

73. Right-click your server name in the left pane and select Update Server Data Files.

74. Select Action, Refresh from the menu bar.

75. Close DNS.  Click Start, Programs, Administrative Tools, DNS to re-open it.

76. Right-click your server name in the left pane and select Properties.  Click the Forwarders tab.  Check the Enable Forwarders check box.  Enter the DNS address you wrote down on the previous page into the IP Address box and click the Add button.  When your screen looks like the example to the right on this page, but with a different IP address, click OK.  Now the DNS service will forward requests to the Internet DNS servers.
77. Open a command prompt and use NSLOOKUP to locate the machines on your LAN and an Internet address such as www.yahoo.com.  You should get correct IP addresses and no error messages, as shown below.  Do this test on both the domain controller and on a member computer to make sure your DNS is working correctly.


78. Go to each machine in your domain and open Internet Explorer.  You should be able to access the Internet from each one.  You have now configured a local domain with private IP addresses, and connected it to the Internet.
Remote Access
Pages 511-491

Remote Access lets a user with a laptop or home machine connect to a corporate network and access network resources from a remote site.
There are three components of a remote access system:
· Remote access server

· Receives an access request from a client, accepts or denies it

· Gives access to network resources
· Remote access client 

· Initiates connection (through dial-up, Internet, etc.)

· Provides credentials

· Remote access security policy

· Defines valid users and accessible resources

Win 2000 Server provides two types of remote access

· Dial-up Networking (DUN) uses a direct connection between two computers, such as:
· Normal phone line (usually long-distance), ISDN, X.25, cables connecting parallel or serial ports
· Windows 2000 remote access servers only support PPP, not SLIP (the older protocol)
· PPP allows transmission of TCP/IP, IPX, NetBEUI, AppleTalk, and other protocols through a dial-up connection
· PPP also supports dynamic allocation of IP addresses like DHCP
· PPP supports encryption, although it is not commonly used
· Virtual Private Network (VPN) connects via the Internet, using encryption
By default, all users are denied the ability to use remote access.   They must be granted that permission in Active Directory Users and Computers, on the Dial-in tab in User Properties.  In Mixed-mode domains, dial-in access is controlled at the user account level.
In native-mode domains, Remote Access Policies can be used to control remote access.  The default remote access policy denies all users access for all hours of the day, but others can be added.
Activity: Remote Access
Pages 513-529
· You can do this activity on any machine running Windows 2000 Server.

1. Make sure your machine has a static IP address.  If you just completed the previous activity, one easy way to do that is to use the Gateway machine.

Installing a Modem
2. Install a modem on your server, if there is not already one.  

Enabling the Routing and Remote Access Service (RRAS) 
3. Click Start, Programs, Administrative Tools, Routing and Remote Access.

4. In the Routing and Remote Access window, verify that your server shows a green up-arrow, as shown to the right on this page.  If it does not, follow the instructions on page 514 (steps 2-7 at the top of the page) to enable Routing and Remote Access.

Enabling Remote Access with Server Properties
5. Right-click your server and select Properties.  

6. On the General tab, check Remote access server as shown to the right on this page.  Click OK. 
7. If a Routing and Remote Access window opens, saying You made changes to the router configuration that require the router to be restarted.  Do you want to restart now? click the Yes button.  If that box does not appear, right-click your server and select All Tasks, Restart.

8. Your Routing and Remote Access window should now show several Remote Access items as shown to the right on this page. 
Observing Other Server Properties: Authentication Methods
9. Right-click your server and select Properties.  Click the Security tab.  Here you can choose either Windows standard or RADIUS authentication and accounting.  RADIUS stands for Remote Authentication Dial-In User Service and is used in large-scale dial-up environments like ISPs.
10. Click the Authentication Methods button.  The choices are:

· EAP: Client and server negotiate the authentication technique, which may be smart cards or other methods.

· MS-CHAP v2: Encrypted authentication, requires Windows 2000 client

· CHAP: Uses MD5 reversible encryption, allows non-Microsoft and legacy clients

· SPAP: Shiva encryption

· PAP: Passwords sent as plain text – not secure

· Unauthenticated access: No password required – a security risk

Observing Other Server Properties: IP 
11. Click the IP tab.

· Enable IP routing will let the remote access user reach the entire LAN.  If this is not checked, the remote user can only access local resources on the remote access server.

· Allow IP-based remote access lets the remote client use the IP protocol.  IP addresses are assigned to the server’s modem and the client’s modem as specified in the IP address assignment section.
12. Click the IPX tab (if it is present).  Read the choices – they are very similar to the IP options.

13. Click the NetBEUI tab (if it is present).  Read the choices – they are very simple.

14. Click the PPP tab.  Read the choices.  The most interesting one is Multilink connections which can be used to combine two or more connections to get larger bandwidth.

15. Click the Event Logging tab.  Read the choices.  Close the Properties sheet.
Enabling a Port for Remote Access
16. In the Routing and Remote Access window, right-click Ports and select Properties.
17. In the Port Properties box, select your modem and click the Configure button.

18. In the Configure Device window, check the Remote Access Connections (Inbound Only) as shown to the right on this page and click OK. 
19. Click OK to close Ports Properties.
Configuring a User Account for Remote Access
20. On the domain controller, click Start, Programs, Administrative Tools, Active Directories Users and Computers.  Click the Users container.  Right-click the Louis account and select Properties.  Click the Dial-in tab.  Click Control access through Remote Access Policy.  Then read through the options, which are explained below.  When you have read them, click OK.
· Allow access lets the user connect remotely

· Deny access stops the user from connecting remotely

· Control access through Remote Access Policy is only available in Native Mode Domains

· Verify Caller ID uses the telephone’s Caller ID function to limit access

· Callback Options sets the server to disconnect an incoming call and call back a specified number.  That provides security and avoids the client paying high long-distance charges.

· Assign a Static IP Address over-rides the DHCP addressing specified in Routing and Remote Access for this user

· Apply Static Routes determines routes to other networks for this user

Creating a Remote Access Policy
21. On the gateway machine, click Start, Programs, Administrative Tools, Routing and Remote Access.  Expand the tree to find Remote Access Policies as shown to the right on this page.
22. Right-click Remote Access Policies and select New Remote Access Policy.

23. At the Policy Name screen, enter a name of Access During Class and click Next.
24. At the Conditions screen, click Add.  In the Select Attribute window, select Day-and-Time Restrictions as shown to the right on this page, and click Add.


25. At the Time of Day Constraints screen, click and drag through the times this class meets and click the Permitted button to highlight them, as shown to the right on this page, and click OK.

26. At the Conditions screen, read the text describing your policy and click Next.

27. At the Permissions screen, click Grant remote access permission and click Next.

28. At the User Profile screen, click the Edit Profile button.

Viewing a Remote Access Profile
29. Click the Dial-in Constraints tab of the Edit Dial-in Profile box, read through the items, but do not change anything.  

30. On the IP tab you can limit the source of the IP address and filter the packets like a firewall. 

31. On the Multilink tab you can control the multilink in detail.  

32. On the Authentication tab you can set authentication methods to be used by this profile that over-ride the methods allowed by the server.  That way the authentication methods can be different for different users or times of the day.
33. On the Encryption tab you can choose encryption levels allowed.  

34. On the Advanced tab you can choose additional information supplied by the server to the client.  

35. Click OK to close the Edit Dial-in Profile box.
Adjusting the Order of Remote Access Policies
36. Click Finish to close the Add Remote Access Policy box.
37. In the Routing and Remote Access window, click Remote Access Policies in the left pane.  You should see two policies as shown to the right on this page.  The problem is that the policies are applied in order, and the first one that applies takes effect, so right now no users with the one will ever gain access.  Right-click the Access during Class policy and select Move up.  Note: It is important never to delete the default policy Allow access if dial-in permission is enabled, because otherwise some users may never be able to connect.  If no policy can be found that applies to a user, that user is denied access.
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L:\>NSLOOKUP samp3


Server:  samp3.cypress.com


Address:  10.0.0.1





Name:    samp3.cypress.com


Address:  10.0.0.1





L:\>NSLOOKUP www.yahoo.com


Server:  samp3.cypress.com


Address:  10.0.0.1





Non-authoritative answer:


Name:    www.yahoo.akadns.net


Addresses:  66.218.71.88, 66.218.71.84, 66.218.71.80, 66.218.71.92


          66.218.71.90, 66.218.71.86, 66.218.70.50, 66.218.71.89


Aliases:  www.yahoo.com





L:\ >NSLOOKUP samp3


Server:  samp3.cypress.com


Address:  10.0.0.1





Name:    sams4.cypress.com


Address:  10.0.0.102
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