
Server Chapter 6: Network Connections (Part 4)


VPNs (Virtual Private Networks)
Pages 529-537
VPNs establish a secure “tunnel” through the Internet (or even over a direct phone line or over a LAN) by encrypting the packets.

VPNs can send TCP/IP. NWLini, NetBEUI, or Appletalk packets.

The two tunneling protocols are

· PPTP (Point-to-Point Tunneling Protocol) 
· Older, was available on NT 4.0
· requires that connections are formed with TCP/IP, but allows other packet types after connection is established
· Communicates on port 1723
· L2TP (Layer Two Tunnelling Protocol)
· Newer, only available in Windows 2000

· [image: image1.bmp]A client is available to add to Win 98, ME, or NT to use L2TP (see link Srv Ch 6q on my Web page)

· Requires a separate encryption protocol, usually IPSec
Routing and Remote Access creates five PPTP and five L2TP Ports automatically when it is enabled

Setting up a VPN with PPTP requires adding a remote access policy that limits communications to port 1723 and Generic Routing Encapsulation, as detailed in the book on pages 532-536.  But we don’t need to worry about those details and will skip it. 

Setting up VPN with L2TP is even more complicated and beyond this course.

Terminal Services
Pages 537-564

Terminal Services is a service that runs on a Windows 2000 server so that a client can use the server’s memory, processor, hard drive, and applications from a remote location.

Advantages of Terminal Services
Application Server Mode
· This lets you keep using legacy hardware with modern applications

· The client can be a thin client like a windows CE machine or a dumb terminal, or a fat client like a PC running the Terminal Services Client
· You can even use a MacIntosh as a client

Remote Administration Mode
· Lets a client control a server, stating and stopping services, installing software, etc.
Disadvantage of Terminal Services
· Uses more server memory and can create more network traffic

The Terminal Services Server
· It is recommended that it be a member server, not a domain controller, because Terminal Services might slow other functions like logins
· The server will require more memory and processing power: typically 4 – 8 MB more RAM per user
· A server with one Pentium Pro 200 MHz processor and 128 MB can handle 8 to 25 users
· A server with four  Pentium Pro 200 MHz processors and 512 MB can handle 30 to 100 users

· More details are on page 540 in a table
The Terminal Services Client

· You can use Win 2000 Pro, Win NT, Win 9x, Win 3.11, or Win CE with minimum requirements as shown on page 541 (the MacIntosh client is new, see link Srv Ch 6r on my Web page)

Installing Terminal Services Server

· Terminal Services Server is the main part of the package and must be installed

· Terminal Services Server communicates with Terminal Services Client using the Remote Desktop Protocol – Transmission Control Protocol (RDP-Tcp).

· Terminal Services client creator can be used to make client installation disks 

· Not needed if you install the client software over the network

· Terminal Services License Manager
· Must be installed once on each enterprise using Terminal Services in Application Server mode

· Applications can only be used for 90 days before official Microsoft licenses must be purchased and installed
· Terminal Services License Manager must be installed on the domain controller for licenses to be available for all users
Activity: Installing, Configuring, and Using Terminal Services
Pages 543-564

· Although Terminal Services can be used in workgroups, I wrote these instructions for installing it on your domains, which is the more common situation

· Your domain must have at least one member server and a Windows 2000 Professional client in addition to the domain controller.
Installing Terminal Services Server in Remote Administration Mode
1. Choose a member server, not a domain controller, to be the Terminal Services Server.  Log in to that machine as Administrator and join your domain.
2. Open Control Panel and double-click Add/Remove Programs.  Click Add/Remove Windows Components.  Scroll down to Terminal Services  and check it.  Click Next.
3. At the Terminal Services Setup screen, read the options.  Make sure you understand the two modes: Application server mode and Remote administration mode.  Make sure Remote administration mode is selected and click Next.  Insert your Windows 2000 installation CD when prompted to.
4. At the Completing the Windows Components Wizard, click Finish.  Restart your server when prompted to.
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Configuring Terminal Services Server 
5. On your Terminal Services Server, click Start, Programs, Administrative Tools, Terminal Services Configuration. 
6. You should see a single RDP-Tcp connection, as shown to the right on this page.  RDP-Tcp (Remote Dessktop Protocol – Transmission Control Protocol) is the protocol used for Terminal Services.  Click the Connections container in the left pane, and in the right pane, right-click Rdp-Tcp  and select Properties.
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Observing RDP-Tcp Properties
· Observe these settings, but don’t change them

7. Click the General tab of RDP-Tcp Properties.  Here you can enter a comment, an encryption level, and specify whether to always use standard Windows authentication, or to use other authentication methods when they are installed on the server.  The three encryption levels are:
· Low: encrypts data from client to server (including passwords), but not from sever to client
· Medium: Uses 40-bit or 56-bit encryption in both directions
· High: Uses 128-bit encryption in both directions if legally permitted
8. On the Logon Settings tab, you specify how the user logs on.  The default setting, Use client-provided login information makes the user provide a username and password when starting a Terminal Services session.  Always use the following logon information automatically logs the user in with a specified account, and if the Always prompt for password box is also checked, the user will have to enter that account’s password.
9. On the Sessions tab, the default is to let the user’s account determine the timeout settings.  If you check the Override user settings box, you can specify time limits at the server.  The items at the bottom of the window are grayed out because they are not available for Windows 2000 clients, only to Citrix ICA-based clients.  Terminal Services was based on a third-party application named Citrix, and it has several options that are not supported with Windows 2000 clients.
10. On the Environment tab, you can set a program to run when a user logs on, and wallpaper to show.
11. On the Remote Control tab, you specify whether Remote Control is allowed, not allowed, or determined by the user’s profile (the default).  Remote control allows a remote administrator to connect to an active session and transmit mouse and keyboard commands.
12. On the Client Settings tab, you can control persistent settings from session to session (like printer connections) and disable certain Windows features.  For example, checking the Clipboard mapping item will prevent users from copying items from the Terminal Services desktop to applications running on the local machine.  Drive Mapping and Audio Mapping are only available for Citrix clients, so they are grayed out.
13. On the Network Adapter tab, you specify which adapters allow Terminal Services, and how many connections are allowed.
14. On the Permissions tab, you can specify which users are allowed to use Terminal Services.  The details of the permissions levels are on page 551.  For our purposes, just notice that Domain\Administrators have Full Control.
15. Close Rdp-Tcp Properties.
Observing Server Settings
· Observe these settings, but don’t change them
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Click the Server Settings container in the left pane of Terminal Services Configuration.  You should see six items in the right pane as shown to the right on this page:
· Terminal server mode: either Remote Administration or Application Server
· Delete temporary folders on exit: determines whether folders created to facilitate a user’s session are deleted when the session ends.
· Use temporary folders per session: determines whether a separate temporary folder is created for each session or if all sessions share the same folder
· Internet Connector licensing: lets up to 200 domain authenticated users connect to Terminal services over the Internet (only used in Application Server mode).
· Active Desktop: disable this to prevent users from using Active Desktop, unless you don’t mind a lot of extra network activity.
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Permission Compatability: is only used in Application Server mode.  Windows 2000 Users mode is more secure, but Terminal Services 4.0 Users may be needed if you run legacy applications.
Observing Terminal Services User Account Configuration
· Observe these settings, but don’t change them

17. Four new property sheets are added to User Properties when Terminal Services is installed.  To see them, go to the domain controller and click Start, Programs, Administrative Tools, Active Directory Users and Computers.  Click the Users container in the left pane.  Right-click Administrator in the right pane and select Properties.
18. Click the Terminal Services Profile tab.  Here you can set a special profile to be used while in a Terminal Services session, which could be mandatory or roaming.  You can create a home directory path for Terminal Services sessions as well.  If these settings are left blank, it uses the same profile and home directory for Terminal Services as for normal work, which is usually OK.  If you clear the Allow login to terminal server box, this user will not be able to connect to any terminal services. 
19. Click the Remote Control tab.  Here you can set the rules for remote control.  It is possible to over-ride these settings with connection properties, as you saw back in step 11.

20. Click the Sessions tab.  Here you can set the rules for session timeouts and reconnections.  It is possible to over-ride these settings with connection properties.

21. Click the Environment tab.  Here you can set programs to run at logon, and drive and printer mappings.  It is possible to over-ride these settings with connection properties.

22. Click the Remote Control tab.  Here you can set the rules for remote control.  It is possible to over-ride these settings with connection properties, as you saw back in step 11.

23. Close Administrator Properties.
Installing Terminal Services Client
24. Go to your Terminal Services Server machine.  Right-click the Start button and select Explore.  Navigate to your system drive, WINNT\System32\Clients\Tsclient.  You should see four objects in the folder: net, win16, win32, and ncadmin as shown to the right on this page.  These folders were created when Terminal Services was installed.  The win16 and win32 folders are used to create client disk sets if you want to install the client with floppy disks.  The procedure is on pages 555-556 in your textbook. 
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We will install Terminal Services Client over the network, which is the easiest way to do it.  Note that the net folder is already shared – the installation did that automatically.  Right-click net and select Properties.  Click the Sharing tab and observe the Share name – it is TSClient_net.  Click the Permissions button and observe that Everyone has Full Control.  The installer is very friendly, it has set this all up for us.
26. Go to a different machine on your domain.  It may be the domain controller or any other machine, but not the Terminal Services Server machine.  It may be running either Windows 2000 Professional or Windows 2000 Server.  Log in to that machine as Administrator.  
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Right-click My Network Places and select Explore.  Expand your domain, expand your Terminal Services Server, expand the TSClient folder, and open the win32 folder, as shown below on this page. 
28. Double-click setup.exe.  At the Welcome to the Terminal Services Client Installation Program screen, click Continue.

29. At the Name and Organization Information screen, fill in your name and anything you like for the organization, such as Cypress and click OK.

30. At the Confirm Name and Organization Information screen, click OK.

31. At the License Agreement screen, click I Agree.

32. At the Terminal Services Client Setup screen, click the large button on the upper-left.

33. At the next Terminal Services Client Setup screen, it asks if you want Terminal Services to have the same initial settings.  Click Yes.

34. When a box appears saying Terminal Services Client Setup was completed successfully, click OK.
Connecting Using the Terminal Services Client
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Stay on the machine you just installed Terminal Services Client on.  Click Start, Programs, Terminal Services Client, Terminal Services Client.

36. In the Terminal Services Client window, find your Terminal Services Server in the middle section titled Available Servers and click on it.  Your server’s name appears in the Server box.  Choose a Resolution next (either 640x480 or 800x600).  The two checkboxes, Enable data compression and Cache bitmaps to disk both are used to decrease network traffic at the expense of putting more burden on the client.  Since we are using strong clients (Windows 2000 machines), check both boxes.  Your window should look like the example to the right on this page, except that your server machine will have a different name.  Click the Connect button. 
37. A window opens with a title of Servername – Terminal Services Client.  Inside that window a logon screen appears.  Log on to your domain as Administrator and click the OK button.

38. Now you have two desktops: the usual one that lets you control your own machine, and a second desktop inside a window that lets you control the Terminal Services Server.  

39. In the Terminal Services Client window, click Start, Programs, Accessories, NotePad.  Type in a few letters.
Installing Terminal Services Client on a Second Machine
40. Go to a different machine that is a member of your domain.  Repeat steps 24 through 38 to install Terminal Services Client and open a session.

41. In the Terminal Services Client window, click Start, Programs, Accessories, WordPad.  Type in a few letters.

Managing Terminal Services Sessions Remotely
42. Go to the machine you first connected.  This machine has a Notepad window open inside a Terminal Services Client window.

43. In the Terminal Services Client window, click Start, Programs, Administrative Tools, Terminal Services Manager.  You should see thee sessions a shown below: a Console and two RDP-Tcp sessions.

44. Click RDP-Tcp#1 and click the Information tab in the right pane.  It shows what machine is being used in that session, their resolution, and other information.  Click the Processes tab to see what processes on the server are being used by that session.  One of them should be Notepad.

45. Click RDP-Tcp#2 and click the Information tab in the right pane.  It shows what machine is being used in that session.  Click the Processes tab -- one of them should be WordPad.
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Right-click RDP-Tcp#2 and select Send Message.  Type in a message as shown to the right on this page and click OK.  The message appears on the other machine.

47. Right-click RDP-Tcp#2 and select Remote Control.  A Remote Control box pops up so showing how to end the session – the default is Ctrl+*.  Click OK.

48. A Remote Control Request message appears on the other machine, as shown to the lower right on this page.  Click Yes.
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Click in the WordPad window and type in some more text.  Now you can type in text from both machines at once, going to the same WordPad window on the Terminal Services server.
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